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INTRODUCTION BY THE EDITOR
Asst. Prof. Hadzib Salkic,PhD

Dear readers,
Please find the third edition of International Journal of information and communication technologies.

In this number, you can read different contents of scientific works and research papers from several
areas of ICT. Topic of this issue is related to field of E-commerce, data protection and business
intelligence.This is first issue on English language only and with changed name from Proccedings into
International Journal of information and communication technologies.

The following issue of International Journal should be expected in March or April next year having
the following topic such as ,, The ICT area in teaching process “ which should be name of the second
International conference organised by FIT-, University ,, Vitez“.

With respect and hope that we will continue to cooperate, please receive the warmest regards.

INTRODUCTION BY THE DEAN OF FACULTY OF INFORMATION TECHNOLOGY
UNIVERSITY VITEZ

Prof.dr Lazo Rolji¢

Dear readers,

In front of you is the third edition of International Journal of information and communication
technologies issued by Faculty of information Technology University of Vitez, journal for theory and
practice in the field of business informatics and information — communication technologies. Journal is
our effort to, all those who follow or are interested in this dynamic area, provide an opportunity to
find out what is new in the area and what our experts and scholars are doing in this field, and to
provide an opportunity for everyone to write about it and contribute accordingly. By publishing this
Journal, we intent to bring, scientific and technical achievements in the field of IT, computer
engineering and, overall , information — communication technologies and their application in several
different fields of life and work to students of first, second and third cycle of studies according to
Bologna Declaration as well as to assistants and professors of our University. Idea behind is to
present our University to wider audience and public. At the same time, we wish that the regular
publishing of this Journal becomes a scientific challenge to all whom it is intended so they participate
in the publication of their work and together with us enjoy in it. Journal is edited according to the
criteria of scientific and professional journals and is in accordance with the Book of rules of the
University publishing activities. Scientific papers are reviewed and, as such, will be referenced.



WEB PRESENTATION AND E-COMMERCE
AT THE EXAMPLE OF PUBLIC INSTITUTION 'RETIREMENT HOME WITH
DISPENSARY"
Ana Mari¢?, Hadzib Salki¢?, Almira Salki¢®
UNIVERSITY OF "VITEZ" VITEZ
ana.maric@unvi.edu.ba, hadzib.salkic@unvi.edu.ba, almira.salkic@unvi.edu.ba

1. INTRODUCTION

Retirement home (BiH, penzionerski dom) is an institution with main task to provide nursing and
medical care, good nutrition, work activities and everything that makes life complete to elderly people
in accordance to their age. With good care they can live quality and dignified life. Popularity of
retirement homes exceeds the higher level in Bosnhia and Herzegovina. Retirement homes also follow
European trends of growth. Every fifth inhabitant of Bosnia and Herzegovina is older than 65 so
retirement home projects are becoming more popular and profitable business.

Photo Nol: "Retirement home with dispensary"

Source: Archive of "Retirement home with dispensary"

To provide better promotion this type of institutions, especially at the era of Internet society,
significant investments are related to promotions via Internet. This involves e-marketing, web
presentations, as well as the possibility of using e-commerce services. Their usage will be presented at
the example of retirement home called Public institution "Retirement home with dispensary".



2. E- MARKETING AND WEB PRESENTATION

Marketing is around us in one form or another, but the methods of marketing have changed and
improved and they are connected to modern communication technologies nowadays. Electronic
marketing (e-marketing) refers to the application of marketing principles via electronic media,
especially Internet. Main task of e-marketing is to provide information’s about retirement home to
targeted audience, and to make better connection between retirement home and users. For best e-
marketing we need to make good marketing plan which defines:

» Who are the users of services?
» What is the vision of retirement home?
» What are the advantages of retirement home in relation to market competition?

PhotoNo2: E-marketing

HEWSIetter ' qnewgletter

egy blogging multlmed‘a affiiate referral
offers

t
vt mn‘ﬁ;’;WEB tweets Jpre= affiliate

s|ness wov cOntent

ARKETIN t newsletter

] }ﬂersppc moblle Onlll'le A

N busmess ,,ff‘,;,e,a
y offers P

Source: www.axisgmo.com

Key advantage in use of e-marketing compared to conventional marketing is the lower price. Other
benefits of e-marketing are: target audience - right consumer, e-marketing enables us to take advantage
of the growing importance of social media, we can make purchases 24/7, increased interactivity,
increased ability to track results.

Good design of web presentation leaves a positive impression to our audience. The web offers many
solutions for delivering information to audience which includes Flash, PDF, video, photo, slideshow.
A web presentation offers a high level of interaction and responsiveness that a desktop presentation
can't provide.



2.1. Creating web presentation with Joomla 3.X

Joomla is Content Management System (CMS) which enables simple editing and control of the
content of our website. Joomla is easy to use and if you are able to surf the Web, interact with
interfaces and forms, handle computer tasks, you are able to use Joomla.

Photo No3: Joomla around the world

Source: www.global-visiontech.com

2.1.1. Requirements for Joomla

When creating our web site, first of all is to get a domain name, which is our private address on the
Web. Domain name is human readable Internet address of website. You have to, for an example for
retirement home with name 'Retirement home with dispensary’ domain name is
www.penzionerskidom.ba. Next step is to find a web hosting service. For this domain name, we use
Avalon Premium Hosting. Our next step is to design, build and upload our website.

Photo No4: Avalon Premium Hosting
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Source: Own source



With Joomla you can design themes and templates for your website, but you can also use already
made themes and templates for free. There are also extensions that you can download for your
website. There are some recommended extensions for website: News display, Multimedia display,
Banner, Contact forms, Forum.

Installing Joomla

We need to complete two tasks before we can install Joomla on server. The first one is installing
Joomla 3.x package files and second, to make database for Joomla use. When we finish download
Joomla installation package we have to move the package to server. | use FileZilla FTP Client for
moving files to server. Next step is to open browser and type www.penzionerskidom.ba to start
installation process.

Photo No5: Installing Joomla! for domain penzionerskidom.ba
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Source: Own source

We need to fill information shown on the photo above:

e Site name: The name of you website, in this case — Retirement home.

o Description: Enter the description of your website. You are able to change Site Name and
Description later on Site Global Configuration.

e Admin Email Addresses: Enter a valid admin email address.

¢ Admin Username: Joomla uses a default 'admin' as the username for Super User. You can
leave it as it is. You can change it in the Administration interface later.

e Admin Password: Try to use a difficult password.

o Site Offline: You can click Yes or No box and this means installation is complete. You can
use Site Global Configuration in the Administration interface to change it at any time.
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When everything is completed, click next button to proceed to Database Configuration. You will need
to enter information about the database you will use for Joomla. After filling Database Configuration
fields it is time to finalize installation. If you are new to Joomla it would be good to install sample
data. If everything is ok, you will see the install at the top of the page.

Photo No6: Joomla! Is installed
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Source: Own source

2.2. Our web site

Website www.penzionerskidom.ba is created with Joomla. Process was fun and simple with very
professional results. Joomla has many benefits over the other open source management systems and
this is what is making Joomla more and more popular every day.

Photo No7: www.penzionerskidom.ba website created with Joomla!
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Source: Own source
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Photo No8: www.penzionerskidom.ba website created with Joomla!
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Source: Own source

3. E-COMMERCE

E-commerce is a term for any type of business that involves transfer of information across the Internet.
E-commerce allows consumers to electronically exchange services and goods. There are no barriers of
distance and time in this form of exchange.

Photo No9: E-commerce

Source: www.almatecsrl.com
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We use e-commerce in our retirement home. We sell all kind of goods that our users make. They make
postcards, clothes, souvenirs etc.

In our Joomla website we use JoomShopping extension for our online shop.

Photo N010: JoomShopping extension for Joomla!
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Source: extensions.joomla.org

JoomShopping extension can be used for selling different products. Products can be shown with
pictures, text and audio and video files. It is very easy to use for sellers and buyers.

Photo Nol11l: www.penzionerskidom.ba online shop
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Source: Own source
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Photo Nol11l: www.penzionerskidom.ba online shop

Photo No12: www.penzionerskidom.ba Joomla

edotololed

Source: Own source
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4. CONCLUSION
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Joomla is Content Management System (CMS) which enables simple editing and control of the
content of our website. Joomla is easy to use and if you are able to surf the Web, interact with
interfaces and forms, handle computer tasks, you are able to use Joomla.
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When creating our web site, first of all is to get a domain name, which is our private address on the
Web. Domain name is human readable Internet address of website. You have to, for an example for
retirement home with name 'Retirement home with dispensary’ domain name is
www.penzionerskidom.ba. Next step is to find a web hosting service. For this domain hame, we use
Avalon Premium Hosting. Our next step is to design, build and upload our website.
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CREATING OF EFFECTIVE WEB SITE

Marko Stergulct, Bajro Ljubungi¢?, Admir Skalji¢® and Dzemal Vejsil*
UNIVERSITY OF "VITEZ" VITEZ
marko.stergulc@unvi.edu.ba, bajro.ljubuncic@unvi.edu.ba, admir.skaljic@unvi.edu.ba,
dzemal.vejsil@unvi.edu.ba

1 INTRODUCTION —-WHY THE WEB PREZENTATION?

The web site is the best and cheapest option for the presentation of any company or trade. It is nothing
more than a document that has text, image or video material which presents a service or product to
potential customers.

The increasing influence of the virtual world today is present in the real world, which has resulted in
more and more things we perform with the Internet. Today we have virtual offices; we buy and
entertain over the Internet. Selling from door to door is a thing of past. Web presentation today takes a
major role in the interaction between buyer and seller. Today we buy so that in our favorite search
browser we type the name of product or service that we want to consume in a couple of seconds we
are served a full range of required products and with inspection into the price, quality, reviews and
opinions of other consumers.

Access to information today is fast and widely present. The consumer wants to have as much
information about the product or service for which it is interested. Seriously designed and
implemented, beautiful web presentation greatly contributes to competitive advantage. For them, the
visitor feels comfortably and that it "pushes” to continue his research on the product/service that we
offer him.

We said that a good presentation helps achieve a better competitive advantage. Likewise, poor
presentation has the opposite effect and very easily it can happen that a potential customer abandons
the site. Knowing that it cannot be our goal, in this paper, we introduce our readers on what you
should look out for when developing an effective web presentation.

In this paper, we try to process through several chapters the rules that must be followed when
developing Web pages, theme, color choice, making the logo of pages through practical examples of
implementation of the company's website where we want to create a website.

2 THE RULES OF WEB DESIGN AND GUIDELINES FOR WEB PRESENTATITON

Each page of a company should be a bridge between the company as a reseller of its products and
visitors as consumers of these products. Web presentation IS tool of marketing and visitor must
immediately after opening page to find out what is theme of the website and what it does. If a visitor
within five to seven seconds does not understand what it was about, he leaves the site.

From web presentation we must not make the book. Visitors must get as much information in as little
written text. If this is not respected, it is likely that he will remain at the site. If this is not possible, it is
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necessary to publish only the headlines with a short introduction text on the front and a link that leads
to another page detailing informs the user about any topic.

When selecting fonts must be sure to avoid exotic, unusual and strange fonts, and is based on the use
of standard fonts such as Arial and Verdana. The above fonts are legible and easy.

Registration is extremely undesirable. If necessary, it is good to take advantage of various Facebook,
Google and other API functions that enable us to registered users through their existing accounts.
Thus, we release our visitor completing strenuous forms, and at the same time and get all the
information that may be relevant to our business.

Flash also can be irritating, especially on slow connections to the Internet. New technologies such as
HTMLS5, CSS3, Canvas and WebKit, all effects can be replaced by other, much enjoyable to a visitor
of page. With the advent of mobile internet and smart phones, Flash is becoming less popular and
desirable technology.

A very important thing about web design is that the site must be optimized for all of the visitors who
come from Europe and America with a very fast broadband internet access, to people who are still
"struggling™ with the dial-up connection (often case in Romania and Bulgaria).

We need to avoid music or video on a web page that user cannot turn off. If the topic is not possible to
eject this kind of content, it is desirable to offer the user the option "Play".

Contact information’s and other ways that we want to interact with the user must be visible and
conspicuous. It is desirable that the web presentation enrich the existence of forums where users will
be able to leave some of their comments, ideas, and suggestions. It is important that the competition
and the wicked often abused forums for the purpose of causing unjustified bad reputation. If the forum
is the only choice, always should carry out continuous monitoring.

What we especially have to watch out for is that the content of the web presentation has no
grammatical and spelling mistakes. This is something that the user in the beginning does not inspire
confidence.

In addition to the above, there are several rules which should be observed when developing websites:

1. Using input - intro page is not in vogue. Each page must be the most valuable content
immediately pointed out, without having to waste time visitor clicking on "Entry" and the like.

2. No unnecessary advertisements - with every advertisement we lose visitors. After all, not even
a decent serving people something that is not of their interest.

3. Easy and clear navigation is a key to the success of any good web presentation. If visitors do
not know how to handle the complicated menus, it is possible that they will leave the site.
That is not the point, is not it?

4. Search engine - if the site has more than one hundred documents you need to put it in a visible
place a search engine that will help the visitor as soon as possible and as simple as possible
obtain the desired information.

5. Visitors we should not confuse while reading lots of useless links.

6. Avoid auto interpretation of audio material - it can be sometimes very frustrating.
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2.1  Logotype

The logo is the visual identity of the company. It has a very important role in each company, including
the preparation of each web presentation. The importance of a logo identity as one of the reasons we
have this theme into a separate subheading. The appearance of the logo is of paramount importance.
Approach to designing logotype must not be superficial and amateurish. The logo should be designed
in a way that the visitor website point to it which the company does, but in the way the logo is simple,
understandable and recognizable. A successful logo is not one that has a lot of detail on it and
decorated with various elements. Take for example the logos of world famous brands such as Apple,
IBM, Microsoft, and Nike. None of them is complicated, and these are some of the most famous
brands in the world. For the logo is desirable to combine multiple colors, but no more than four colors
to make the logo unique. The best examples of the "colorful" logotype can be found at the company
Google or eBay.

To create a quality logotype takes a lot of imagination used for creating distinctive logo in a multitude
of others.

2.2 Choosing colors

With a selection of logos, the most important thing in each page's color choice.

"Color is a sensory experience that occurs when light characteristic evoke spectrum of receptors in the
retina of the eye. The color can also be attributed to the surfaces of objects, materials, and light
sources. It depends on their properties of absorption, reflection, or emission of the light spectrum. "

By choosing color, we give meaning to our website. For example:

e Blue is the color of the corporation (e.g. Microsoft, IBM ... at their pages dominates blue
color) and reliability;
e The red color symbolizes danger, urgency, loss, alarm;
o Yellow indicates a warning, importance;
e Green - safety and profit etc.
The ideal combination for the body of the article is white or a light color and black text. With this we
achieve the best contrast.

In selecting colors should not be exaggerated. These pages will look unserious for users. The site must
be made with taste and should be pleasant to the eye. The number of colors used on the site must be
limited to a maximum of four colors, as well as in the design of the logo.

For a good site is very important to choose a good color combination. On the Internet there are many
pages that help us in selecting color combinations. Closest to us is the most famous Color Combos
http://www.colorcombos.com.
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2.3 Design

When creating a web presentation is necessary to strive towards simplicity. A large number of details
are generally counterproductive because it may be that such a design overshadows the product itself or
the service we provide on the site. In addition, it is very difficult sites with lots of elements and details
optimize to work the same on all popular web browsers.

We are now facing with the need to adjust our sites and smart devices, making web design becomes
demanding. Attention should be given to the title(s). Titles must be quite large and noticeable, color
contrast must be expressed, and the color choice speaks on topics we present. Design must be simple.
Only this will draw attention of visitors and make a product that we offer a central object of
presentation - that is the most important.

From tasteless design better is presentation that has no design.

3 TECHNOLOGY SELECTION

When we approach to the development of the site, we want to apply the technology that is modern and
in accordance with time. With the technology we need to know one rule - The more modern
technology is, it is also more complex, the more it takes time to learn, but implementation is faster.

The foregoing is the reason why we have chosen HTML5, CSS3, jQuery and WebKit in making an
effective website. It is very important to know all of them, so we will separately explain it.

3.1 HTML5

HTML 5 is still in the development stage, which means that on this standard and further discussed in
the HTML Working Group and WHATWG mailing lists. HTML 5 (sometimes called Web
Applications 1.0) is a technology developed by the WHATWG (Web Hypertext Application
Technology Working Group), a group that was formed by the merger of three major producers’
browser: Mozilla, Opera and Apples Safari. Behind standards stands consortium W3C (World Wide
Web Consortium), the main holders of the development is Google, Apple and Mozilla. Microsoft has
joined later.

It will take time until the final introduction of the new standard for creating Web pages, HTML 5
impact on the development of the Internet is strong. YouTube is already available in HTML 5 format.
His example was followed by a growing number of websites especially those which provide users
implementation of video content. Companies such as Google, Apple and Microsoft have started to
provide support for HTML 5 in its classic and mobile browsers. It is expected that in the next few
years finally define the standard for creating Web pages, and methods for their views by the user.
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3.11

New elements

Below are displayed fields for entering information into forms.

Inside the HTMLS5 standard is added several functional elements listed in the following list:

3.1.2

input type = datetime - input the date and time in the global form
input type = datetime-local - input the date and time in the local the global form
input type = date - input date input

input type = month - input month the month

input type = time - time input

input type = week - input the year and week

input type = number - controlled input only numeric values
input type = range - input numeric fields

input type = email - controlled input email address

input type = url - controlled input URL

input type = search - controlled entry for local search system
input type = tel - controlled input phone number

input type = color - color selection through the "color wheel"
Keygen - data entry certificate.

Content elements

Except functioning in HTMLS5 are introduced and content marks that replace the div and span
structures, and describe the content of the block:

3.13

article — article

aside - the side content

Cite — citation

figcaption - the title of the graphic
Figures - graphical display

footer - the bottom of the document
header - the head of the document
hgroup - leading part of the content
NAYV — navigation

Section - part of the content.

Elements related to audio and video content

Considering the fact that the audio and video contents become an integral part of the HTML pages, for
them are introduced special tags to make it easier to include in an HTML document:

embed - inclusion of additional plug-in

audio - audio stream

source - the source of audio and video content
track - a position audio and video content
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video - video content.

3.2 Cascading Style Sheets (CSS)

Cascading Style Sheets (CSS) is a style language, which is used to describe the presentation of the
document written using HTML code. As the web has evolved, were originally thrown into HTML
elements to define the presentation (e.g. <font> tag etc.). Very quickly identified need for stylistic
language that would relieve the need of displaying HTML content (which is primary purpose of
HTML) and its shape (which is now used in CSS).

In other words, the style defines how to display HTML elements. CSS regulates the appearance and
arrangement of the page.

CSS can be written within the HTML page, in three ways:

The styles in the header of the HTML document (i.e. between <style> and / <style> element)
«  Within the HTML tags, for example. <p style = "color: red"> Some text </ p>

It can be defined in a separate document, using the call:

<link rel = "stylesheet™ href = "some.css" type = "text / c¢ss" />

3.3  jQuery

jQuery is one of the most popular JavaScript libraries, which in the short term become very popular
because of its easy use and small resources taking on the computer.

It is used by giants like Nokia and Google, advanced programmers, but also and beginners in
JavaScript. It is widely used even website designers which do not know the JavaScript, because it is
very easy to learn the basic things, and for all the more complicated it is possible to find a quality
plug-in.

4 CREATING AWEBSITE

4.1 Planning

Once we have chosen colors that we use, logo and technology that we intend to use, the next step is to
sketch the site. The sketch sites can do on paper or in a software tool like Wireframe Sketcher Studio.

We must pay attention, as we outlined in the previous section of this paper, is the simplicity of the web
presentation. Web presentation does not contain unnecessary elements that will catch the attention of
visitors from that important content.

The content that is considered essential must occupy a central part of the site.

The presentation can have horizontal and vertical menu. At this site, we decided to use one vertical
menu on the left side the website and only one horizontal menu at the top of the page. In addition, the
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site may contain a horizontal menu at the bottom of the page. Because of reducing the number of
elements, we decided not to add that extra menu.

Vertical left menu is conceptually refers to the firm. There is where visitor meets with the goals,
mission and company in general, while the horizontal menu relates to the offer and price list.

Browser
P D @ W |http:/fstudenti.unvi.edu.bajmarko_sterguic | @ ]
LOGOTIP BANNER

0 nama

Firma Wireless ISP d.0.0. Zenica osnovana je
2012, godine sa sjediStem u Zenici, u 100%
Jprivatnom viasniStvu,

|
|
|
|
[Wireless ISP d.o.o. djeluje na podrudju |
|telekomunikacija i osnovna dielatnost od samog |
9| |osnivanja je prilenos podataka, Razvojem |
| |edrudivanjem tehnologija rasinio se spektar
Jssiuga | nesenja. Izgradnja sopstvene mreze je
bila Kljutna stvar u ponudi ushuga kao 3to su: 1P,
I VPN i VoIP, Pored tih usluga osiguravamo }
|planiranje, instalaciju, odrZavanje | skolovanje. U }
suradnii s nasim partnerima na podrudiu '
dwerske i softwerske opreme korisnicima
mimo cjelokupno riedenge.

Copyright ® 2012. Marko Sterguic, Al Rights Reserved

Picture 1 Sketch of website for the company Wireless ISP

Top of the page is reserved for the banner and logo of the company. Company logo with
banner indicates that this is a company that provides Internet access services over wireless
infrastructure. This has the rule that a user within 5 to 7 seconds should know what the theme of the
page is.

The right part of website is important because this shows all the important news that users informed
about the news and the potential problems that the company faces. Because of its importance, it should
be emphasized. Implementation of it is in changing the color of the background and red box around it
(red means danger - alarm, as mentioned in one of the previous chapter). Within this framework, the
left side should present news that will alert the user about an issue

When selecting the colors on the page | kept the rule that should not be used more than four up to five
colors including: blue, gray, black, white and a red for frame.
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4.2 Creating the structure

HTMLS5 has introduced a range of new features such as: <header>, <footer>, <nav>, <article>,
<section> and <time>. Using the newly introduced elements of a website becomes a semantic clearer.
For example, if you navigate websites put inside the designated <nav> element - our viewer that can
recognize and thereby facilitate movement of the website visually impaired and blind people. In
addition semantically clearer website contributes to optimizing content for search browsers (SEO).
However, if we do not use a modern web browser that has support for HTMLS5, there may be problems
with the display of the new HTMLY5 elements.

<header>

<section> .
<aside>

<header>

<article>

<footer>

<footer>

Picture 2 The structure of the HTML 5 websites

After we finished with the development of the structure of our HTML5 website, we start with the
styling of our site. We do this through CSS.
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s Dobrodosh

> WIRELESS'IS

MEGA paket
‘ O nama -
Od 15. aprila uvodimo novt internat
Firma Wireless ISP d.o.0. Zenica paket pod nazivom WEGA koji ée u
osnovana je 2012. godine s3 5 5
. sjedistem u Zemia, u 100% vase domove dovest novo iskustvo
» privatnom viasnistvu. koridtenss Internets =a mnogo
L f \ - Wireless ISP d.o.0. diefuje na vedim brzinama. Brzina downloada
podrudju telekomunikacija i & &
» '/ \ osnovna djelatnost od samog ovog paketa iznosit ce 10 Mbps. f:ok
4 osnivanja e prijencs podataka. ¢e brzina uploada biti 2 Mbps. ViSe o
Razvojem i zdruZivanjem ovom paketu u naiem genovniku
S . tehnologipa rasino se spektar -
usluga | nesenja. lzgradnja Datum: 20.03.2012.
sopstvene mreZe je bila kijuéna stvar u ponudi usluga kao sto su: IP, IP VAN
i VoIP. Pored tih usluga osiguravamo planranje, instalagju, odrzavanje | OteZan saobracaj
Skolovanje. U suradny s nasim partnenma na podrudju hardwerske 1 ol < e
softwerske opreme korisnicma nudimo Gelokupno rjesenje. = 3 e
oteZano odvijanje internet

sacbracaja kod korisnika Wireless
Internets. Tehnidka ekips radh kako bi
smetnje bile otidcnjere u Sto kracem

vremenu

2zbog mogudih problema | molimo za
razumijevanje.
Datum: 17.02.2012. |

Sirenje infrastrukture

Nafa kompania | dalje nastavljs sa |
Sirenjern viastite Wireless ‘
infrastruiture. Zadovoljstvo nam je
obavijestit vas da su od danas nadi |
servisi dostupni | u naseljima: Gorica |
| Janfidi

‘ 1 se svim & 2
\

Datum: 03.02.2012.

Picture 3 The final page layout of the company Wireless ISP d.o.0.

5 CONCLUSION

During of ours professional career in various companies repeatedly changed page design of these
firms. Clients were most unhappy if the design was complicated, with lots of elements and colors. An
additional problem in these pages was that it was those very often, especially on very old computers
such as our market is still a reality, opening very slowly.

This approach of creating web presentations knows "chase" visitors, and we need to afraid when
design them. The purpose of this papper is that such things should not happen. Web presentation must
be pleasing to the visitor, not to demonstrate the ability of graphic designers and programmers.
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Every time we "made" a new design or create a new page, we asked questions, random to visitors:
"Are you satisfied with the appearance and functionality of website?” As expected, the users were
satisfied with the simple presentation with easy access to information of interest to them, while they
were extremely dissatisfied with the site, which was crammed with information, slow retrieve, but was
graphically polished.

Potential customer of website expects its site could be made in accordance with the latest technology,
but still compatible with most browsers on the market. It will be able to exploited a long time the
product we offered him.

Our recommendation for web developers is to completely turn to website development in HTML5 and
CSS3 technology. HTMLS5 is supported by all modern web browsers and there is a large number of
actual pages written in it. For example we can mention a mobile portal www.24sata.hr. The mentioned
portal widely used HTMLS5 as the technology on which it is based.

The conclusion in one sentence is ,,Web presentation must be simple, affordable, done in several
colors through the use of new technologies that identify the most common web browsers*.
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1.ABSTRACT

Electronic mail is one of the most popular forms of communication on the Internet. It is also used for
private and business purposes; therefore it is very important to know how e-mail is fundamentally in
secure standard. Because the messages are not encrypted or protected in any way (without additional
user effort), anyone with access to nodes through which messages pass, is able to read, or even worse,
modify the content. In our essay we will look back on the encryption of electronic mail and the
process of encryption and signing.

2.EMAIL SECURITY

Electronic mail has without a doubt one of the fundamental mechanisms of communication in business
environments. However, few people are aware of just how insecure emails, for example, for e-mail
there is no protection for either one of the security features:

Availability

When you send a message, there is no guarantee that the message will arrive at a particular
time. Given that most of the time electronic messages really come very quickly, people imply
that it is permanent and then are surprised when messages are late a certain time.

Integrity

Electronic messages are completely unprotected by any changes, and the sense of the message
can be changed, and it is very difficult to detect unauthorized changes (without exchanging
some additional information that usually does not work).

Secrecy

Electronic messages are not secret and can only be read by anyone who has access to the
communication channel, or email servers.

Authenticity

The messages are very easy to fake. Quite often we talk about some kind of ,,official address"
which is complete nonsense if you know how email works and what problems it has.
Non-repudiation

In principle, this is not possible to full realize. There are certain scenarios where it is, but in
the general case it is not possible to prove that someone actually sent the message.
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Source http://dkorunic.net/pdf/Sigurnost-poste-PGP.pdf

intrusion into the a two-
way communication

user

user

malignant
user

Picture 4 Intrusion into the communication between two users

One of the riskier areas where they can pick up viruses and other threats is e-mail. Attachment in an e-
mail is the most likely source. Sometimes just opening the message released virus.

Even if you have antivirus software, you can get to the issuance of a new virus before the last update
of your antivirus software. So always be careful with attachments. Be especially suspicious if you
receive a message from an unknown person (or of the person from whom you do not expect a
message) or if the subject line or attachment name is weird. If you feel that the message is infected
with a virus or other malicious code contains, and the sender is a friend or an associate, you can
always ask for confirmation before opening. If it appears that the virus is still in the message, delete it
before opening it, and then delete it from the Deleted Items folder. If you press ALT +DELETE you
will delete the message completely in one quickstep.

3.1. What you can do:

o Get aspam filter
It is recommended that your child create an email address from your Internet provider that
offers automated virus protection and spam filtering. This way prevents most spam.

e Allow only the senders that you know
Probably the safest, though limited, way to use the e-mail is to adjust the settings so that your
child has access to only messages from specific addresses. Most of the e-mail allows blocking
messages sent from specific email address.

e Consider using an anonymous-mail addresses
Email addresses are usually name.surname @ domena.hr. Personal name is personal
information and you should not publicly disclose. It is recommended that the e-mail
containing a numeric value because they harder to "hit", and in this way get less junk mail.
Not advisable to use the same alias twice in chat-rooms. There is a type of e-mail addresses
and easier to quit if you get too much junk mail or spam. Wide permeability connections
typically include several e-mail addresses.
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3.EMAIL TRAPS
3.1.Regulations on the use of electronic mail

Problems which might appear when using-mail:
e The uncertainty Protocol
- The message travels in plain text, open like postcard, and is easy to intercept and read, or
even change the contents.
- It is easy to forge the sender's address, so that you are never known exactly who sent the
message.
e Accidents
- It is always possible to press the wrong key or click the mouse on a neighboring icon. This
may incur irreparable damage-you cannot stop the message that is already gone. If you
pressed Reply All instead of Reply, the message instead of a single recipient to go to
multiple addresses, and confidential information to reach the unwanted recipient.
- A common mistake is when you pick the wrong address from the address book.
e Misunderstandings
- People tend to write e-mails in casual, relaxed manner. This can lead to confusion if the
other party does not understand the message in the same way. Therefore, official letters,
write in an official tone.
o Disclosure of information
- Messages intended for a single person, in no time can be forwarded to others, for example in
the mailing list. This can happen:
a) intentionally/unintentionally, in order to harm another person or company
b) the negligence of the participants, who does not ask permission to forward the
message
c) arandom mistake, for example unintended click on the wrong icon (Reply All instead
of Reply)
e Work Ethic
- Chain messages that people send to acquaintances may contain false information or be part
of a fraud, with intent to extort money people ("help the sufferer in need of surgery")

4.ENCRYPTION OF E-MAIL

Standard for the exchange of electronic mail in the basic edition does not offer the possibility of
verifying the identity of the sender. Therefore, the potential attacker able to falsely present themselves
and so do harm to the user.

Encryption of e-mail is the process by which contents e-mail is encrypted and in such form transmitted
from the sender to the recipient.
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Source http://www.cis.hr/sigurosni-alati/kriptiranje-elektronicke-poste.html

Sender Recipient
readable text readable text
ti reetin.
i Encrypted text gEeTE

e/ T
N P

recipient's public key recipient's private key

Picture 5 Encryption of e-mail

There are several methods for the encryption of electronic mail messages:

o PGP (Pretty Good Privacy) is standard that allows you to protect the contents mail

compression procedure, and finally encryption (symmetric and asymmetric processes).

e S/MIME (Secure/Multipurpose Internet Mail Extensions) is a standard similar to the

previous-also uses asymmetric cryptography to encrypt mail.

5.1. Encryption process and signing

The process begins by generating a pair of keys. The keys can be encrypted with different

cryptographic procedures for the purpose of encryption and signing:
e symmetric algorithms Cast5, Camellia, Triple DES, AES, Blowfish, Twofish,
e asymmetric algorithms RSA and ElGamal,
e hash OSesRIPEMD-160, MD5, SHA-1, SHA-2i Tiger.
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Source http://www.cis.hr/sigurosni-alati/kriptiranje-elektronicke-poste.html

g Kleopatra

File View Certificates Tools Settings Window Help
g} Import Certificates | Export Certiicates | (@ Redisplay ) Stop Operation | @ Lookup Certficates on Server
Find: | |My Certificates =]
9| My Centificates | Trusted Certificates | Other Certificates |
Name |  EMal | veidFrom | vaidunl |  Detals |  keyd |

g Certificate Creation Wizard [?|[%

Enter Details
Please enter your personal details below. If you want more control over the certificate
parameters, click on the Advanced Settings button.

Name: | Dajana Sucic (required)
EMail: | dajana. sucic@gmail.com (required)
Comment: | (optional)

Dajana Sucic <dajana.sucic@gmail.com>

<gack || mex> | conca |

Picture 6 Generation key

Generating a key is performed by the tool Cleopatra, selecting New Certificate from the File menu and
then tool the user enters basic information (name, email, password lock / unlock). A copy of the key is
to log to a secure location, so that the user was not sure that his electronic identity will be preserved in
case of damage by computer he use.
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Source http://www.cis.hr/sigurosni-alati/kriptiranje-elektronicke-poste.html

a Kleopatra
File View Certificates Tools Settings Window Help

w Import Certificates « Export Certificates e Redisplay k) Stop Operation @8 Lookup Certificates on Server

Find: | |My Certificates
@ My Certificates | Trusted Certificates | Other Certificates |
Name I E-Mail l Valid From I Valid Until I Details I Key-ID
‘Dajana Sucic . dajana.sucic@gmail.com  2014-07-19 OpenPGP JIB2ER2D

Picture 7 Encryption tool-Cleopatra

In order to user be able to encrypt mail to the correct recipient, must necessarily possess the public key
of the recipient. The key is possible to obtain with a public key of the server (after your recipient's
public key published) or direct exchange of keys to some other channel.

Source http://www.cis.hr/sigurosni-alati/kriptiranje-elektronicke-poste.html

@ Certificate Server Certificate Lookup

Find: IOajana <a Search I

Name | E-Mail [ veidfron | veidunti  Selectal |
dajana classen  d.classen@oberhausen.netsurf.de 1998-05-15
Dajana Weber  dajana.weber@epost.de 2001-12-09 Deselect Al I
2014-02-04
Dajana Boniecka boniecka.dajana@gmail.com 2013-12-08

< Ll Details. .. I

Import I Close I

Picture 8 Importing key from the server key

After the preliminary work, (generated public and private key and import your own public key
recipients) need to select the Sign/Encrypt Files from the File menu.
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Source http://www.cis.hr/sigurosni-alati/kriptiranje-elektronicke-poste.html
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Picture 9 Example of encrypted and decrypted text

After the selection files, you need to select the desired action (encryption and/or signing).

Source http://www.cis.hr/sigurosni-alati/kriptiranje-elektronicke-poste.html

1

What do you want to do?
Please select here whether you want to sign or encrypt files.

Selected file:

* C:/Documents and Settings/Joskof123/Dajana.txt
I Archive files with: |T4R (PGP®-compatible)

Archive name (OpenPGP); | C:fDocuments and Settings/Joskof123/Dajana.txt. tar

2 |2 L

Archive name (S{MIME); | C:/Documents and Settings/Josko/123/Dajana.txt tar.gz
¢ Sign and Encrypt (OpenPGP only)
" Encrypt
" Sign

[™ Text output (ASCII armor)
™ Remove unencrypted original file when done

< Back | Next > I Cancel

Picture 10 Options of encryption/signing



Encrypted message is sent to the recipient as an attachment with a message indicating in body of the
message that attachment has a confidential content. The recipient after receiving the message, in
reverse process, decrypts the message. It is important to note that the decryption can be performed by
any tool that supports asymmetric cryptography, and that the recipient may not necessarily use the
same tool (GPG4win) as well as the sender.

Source http://www.cis.hr/sigurosni-alati/kriptiranje-elektronicke-poste.html

LSifrirana poosku j u priatku

Dafama.tut.qpg (1 ks

Picture 11 Sending encrypted content

Decrypt messages is done by selecting Decrypt/Verify Files. It is necessary to load the encrypted file
and start the decryption process.

Source http://www.cis.hr/sigurosni-alati/kriptiranje-elektronicke-poste.html

™ Decrypt/Verify Files ¥ X4

Results

Operation 1: Decrypting: 3ratR4ta txt gpg ‘

¥ pinentry

Please enter the passphrase to unlock the secret key for the OpenPGP certficate:

—

2048-bit RSA key, ID F40C2223,
created 2011-09-11.

Passphrase esessssses

Cancel

Picture 12 Decryption of messages
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If keys meet each other, tool responds with message of successful decryption, after recipient can read
decrypted message. GPG tool set is due to its long presence and stable development, and, of course,
high availability as a result of the openness and the availability of procurement has become de facto
standard for the exchange of electronic mail. As such it really does not equal quality and at the same
time equally available and supported alternative.

GPG is actually a free open-source implementation of the PGP standard. There is also a commercial
PGP software solution designed for advanced use cases (since the basic use cases covered free tools).

5.CONCLUSION

Using the authentication of the sender address, with the help of public key infrastructure, it is possible
to reduce traffic in spam e-mail on the way from the server to the recipient or between two servers. By
enabling the classification of e-mail messages in a secure manner realized significant savings in time
and prevented a possible loss of information. Using the developed system, users no longer need to
spend time sorting mail and browsing that they are not perhaps mistakenly important message marked
like spam message. Specifying the rejection of unsigned and signed messages incorrectly already on
the server, it is possible to completely eliminate spam messages. Applying this way, the sender of the
message is determined in a safe way, without the possibility of fraud.

The introduction of the wider use of secure e-mail system or a similar system based in the use of
digital signature and public key infrastructure, it is possible to reduce the amount of spam in a safe and
easy way, without the fear of loss information that are mistakenly considered as spam based on the
content even though sender is trustworthy. Using digital signatures you reduce the extent of adverse
actions such as sending spam, and identity theft as well as increasing the overall level of security in
communication by e-mail.

6.LITERATURE

[1] http://sigurnost.tvz.hr/E-Posta/ (15.03.2014.)

[2] http://www.cis.hr/sigurosni-alati/kriptiranje-elektronicke-poste.html (15.03.2014.)

[3] http://kristinaernjes.wix.com/sigurnost#!zamke-elektronike-pote/c12s6 (16.03.2014.)

[4] http://www.itsistemi.com/hr/rjesenja/sigurnosna-rjesenja/sigurnost-elektronicke-poste/
(18.03.2014.)

[5] http://office.microsoft.com/hr-hr/training/sigurnost-i-poboljsanje-sigurnosti-u-sustavu-2007-office-
RZ010194141.aspx?section=8 (18.03.2014.)

[6] http://voditeljsigurnosti.blogspot.com/2013/01/edukacija-sigurnost-elektronicke-poste.htmi
(18.03.2014.)

34


http://sigurnost.tvz.hr/E-Posta/
http://www.cis.hr/sigurosni-alati/kriptiranje-elektronicke-poste.html
http://kristinaernjes.wix.com/sigurnost#!zamke-elektronike-pote/c12s6
http://www.itsistemi.com/hr/rjesenja/sigurnosna-rjesenja/sigurnost-elektronicke-poste/
http://office.microsoft.com/hr-hr/training/sigurnost-i-poboljsanje-sigurnosti-u-sustavu-2007-office-RZ010194141.aspx?section=8
http://office.microsoft.com/hr-hr/training/sigurnost-i-poboljsanje-sigurnosti-u-sustavu-2007-office-RZ010194141.aspx?section=8
http://voditeljsigurnosti.blogspot.com/2013/01/edukacija-sigurnost-elektronicke-poste.html

WIRELESS WI-FI COMPUTER NETWORK
AND
SECURITY WI-FI NETWORK

Mahir Zajmovié!, Arminka Sabanovi¢?, Sidika Sabi¢®, Damir Pivi¢*
UNIVERSITY OF "VITEZ" VITEZ
mahir.zajmovic@unvi.edu.ba, arminka.sabanovic@hotmail.com, sidika.sabic@gmail.com,
damir.pivic@yahoo.com

1. INTRODUCTION

This essay deals with the Wi-Fi technology, application and security Wi-Fi networks. Institute
of electrical and electronics engineers - IEEE International body, 1997th year brings specification
802.11, because it is observed that the government had started to happen before what began to happen
in the beginning of the development of LANS. So it is the lack of standards - which led to the fact that
manufacturers sell incompatible equipment. Mass acceptance standard is experienced after the 1999th
when it accepts much faster 802.11b standard and 2003rd when accepting the 802.11g standard, which
was first brought quite acceptable speed, as well as facilitated the growth of the city's public 802.11
networks. Minor problems with compatibility and continues to have, but certification of wireless
products labeled "Wi-Fi CERTIFIED" by the Wi-Fi Alliance slowly leads to the removal of the fear of
customers buying incompatible equipment. The very concept of Wi-Fi is not an acronym, but a trade
name. Although initially Wi-Fi planned for use in cell phones, laptops and a similar portable devices
inside the home and office, it soon became clear that the very usable for desktop computers, and is
accepted by many amateurs and professionals to connect remote networks and computers without rent
(mostly overpriced) leased lines.

Mainstream adoption of broadband Internet access (via cable and ADSL) comes to creating a
home, small and large urban network which is one of the functions of Internet Connection Sharing.
For some, this is the only way they can achieve broadband access where it is not possible - from a
variety of bureaucratic and technical reasons. Unfortunately, from the point of view of security,
wireless networks were a step backwards. Wired networks have an advantage because the access to the
communication channel is possible only with physical access to the cable, while the Wi-Fi networks
only represent a security authentication and encryption. Often (and mostly at default settings) traffic is
unencrypted, while the first generation of wireless encryption, WEP, today it is possible to decrypt the
stronger computer for a few minutes. Unencrypted installations pose a particular problem if the
connection is charged by the amount of turnover - which resembles stealing electricity or telephone
connections from neighbors.

Other possible problems are common for computer network - the theft of sensitive and private
information to the insinuations of viruses, Trojans, etc. The solution is to use encryption system to
newer generation of WPA, WPA2, AES, and the like, which will be discussed further in the remainder
of the text.
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2. OVERVIEW OF STANDARDS SECOND Wi-Fi NETWORK

@ Wi-Fi, Wireless Fidelity (IEEE 802.11) wireless networks where data between two or
more computers are transmitted using radio frequency (RF) and the appropriate antenna. The most
commonly used in LAN networks (WLAN), but lately more and offers wireless WAN network - the
Internet. Wi-Fi is a brand of Wi-Fi alliance which prescribes the standards and certifies all Wi-Fi
devices. Wi-Fi in 1991 invented NCR Corporation / AT & T in Nieuwegein, the Netherlands. The first
network called WaveLAN and worked at speeds of 1 to 2 Mbit / s Father WiFi is considered Vic
Hayes, whose team developed the standards for Wi-Fi, such as IEEE 802.11a, 802.11b and 802.11g.
802.11a standard has a theoretical speed of 54 megabits per second, but usually it is around 30
megabits / s. This standard is more expensive because the WiFi card based on the standard of work at
higher frequencies (5GHz, as opposed to 2.4 GHz with big standards)

e 802.11b standard introduced 1999th at the same time as 802.11. In such networks, data speed
up to 11 megabits per second, but with great obstacles and interference rate may come in small
1 to 2 megabits / sec. This is also the cheapest variant of Wi-Fi networks.

e 802.11g was launched in 2003. Year and united the two previous standards. Operate on
2.4.GHz, but has almost the same speed as 802.11a standard.

_—— \ p
@ e Y Wireless
vyl computer
) 1)
7/
A
R
ol
Internet Modem Wireless </ /
router -

Figure 1. Wi-Fi networks

3. MODE

Wi-Fi networks operate on a very simple radio technology; the only difference is that the radio
signals are converted into ones and zeros.
All radio technology is the WiFi card that you can put into a computer (some newer laptops have built-
in card), and it is practically all you need for wireless networking. This is why wireless networking is
considered one of the simplest is currently on offer, and another reason is that eliminates the need for
cables and other network devices. The only thing a user can do is to be clipped onto the so-called.
hotspot, or connect the hub where other users. Usually it is a small box containing the WiFi radio to
communicate with other users, and it is usually a hub connected equipment on the Internet. Such nodes
can already be seen in some developed cities in high-traffic locations such as parks and airports,
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making it possible to have wireless access to the Internet with a laptop. Sometimes it happens
interference signals on the 2.4 GHz frequency, usually with cordless phones and Bluetooth devices
using the same frequency.

How WiFi Phones Work |

Wireless

| Public
Switched

Telephone

Network

Computer VolIP
Phone, or Wireless
Router/WiFi Phone

Cell Phone Cell Phone
Network

Figure 2. Mode

4. PHYSICAL COMPONENTS

4.1. CABLES AND CONNECTORS

In today's wireless connection great attention is paid to the cables - most works great differences in the
flow of data between the quality of cabling and unprofessional. In networking, the following groups of
connectors: connectors for connecting wireless equipment directly to a wired network or computer, the
connectors on the cable to connect an external antenna to the NIC, and the power cable connectors.
Importance is obvious - they tend to use shorter cables, less than 5 meters.

For greater distance, many prefer to use an external installation of equipment (with a water-tight box)
to minimize losses. Obviously, the antenna cables have losses because the signal is analogue as
Ethernet does - because data is transmitted digitally.

4.2. WIRELESS NETWORK CARD

Wireless network cards used a computer to communicate with the AP or other wireless client.
Regularly come in three versions: as a PCI card (used in desktop computers), PCMCIA cards (used in
portable computers) and USB card (practical because they can be used on all computers with a USB
port, and the added value it gives them the fact that they are not physically tightly linked to a
computer).

4.3. ANTENNAS

Antennas for WLAN can be divided into two basic groups: directed and bidirectional. Under
directional antennas which are considered to be the beam spread of the signal is less than 30 °. Of
course, this focus results in greater loss of signal, and the directional antenna used by the client to the
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access point or placed in a point-to point ““ ““ connections over long distances. These Bi-directional
antennas cover a larger angle than directed and used at access points to cover a specific area of the
signal.

ol ﬂ/

—

.

Figure 4. Directional antenna Figure 5. Bidirectional antenna

4.4, WI-FI NETWORK ADAPTER

Wireless cards are wireless equivalents ordinary network card - working on the physical and
data levels (1 and 2) of the OSI model. They come in a PCI version, mini-PCI, PCMCIA, USB,
Compact Flash and SD cards, as well as integrated on the motherboard, for example, devices.
Except

Notebooks, mini PCI and PCMCIA are often embedded in the access devices. Mainly used in
infrastructure mode (for connecting to devices in master mode), in ad-hoc mode (to connect one
on one), but part of the card supports and putting in master mode to connect to other clients,
thereby serving as AP (mainly depends on the support of the driver). Typical parts of the Wi-Fi
network cards are chipset, radio chip, and built a mini antenna or connector for connecting an
external antenna.

5. TYPES, SETUP WI-FI NETWORK

Standard 802.11 provides for two basic ways of achieving interoperability: Ad-Hoc and

Infrastructure (Infrastructure) modes.

e Ad-hoc (peer to peer) mode is the simplest form of wireless connectivity. It connects one
device to another without the use of a base station, like connecting network devices
crossover cable. 802.11 standards do not allow the use of higher speed (declared) 11Mbit.
Connecting to an ad-hoc fashion as possible and to 54Mbit, which led to many
manufacturers and 802.11g equipment installed option this way of connecting a
configurable option. Although the legality of this is questionable, use is widespread.
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¢ Infrastructure mode implies the use of an access device - the AP, it is a device that operates
in master mode - either a factory-made device or a computer with a network adapter with
software support it provides. Clients can connect to manage mode.

Other types are optional / non-standard and depend on the manufacturer of the equipment:

e Bridge mode acts as a bridge between the two AP devices, similar to an ad-hoc basis. It
does not allow clients to connect devices.

e Repeater mode allows bridging as bridge mode, but with the possibility of simultaneous
clients connecting to each AP. Rarely used to the difficulty, and reliable functionality can be
achieved by using a computer with multiple network adapters - one in master mode, the
second instance in ad hoc mode with another AP.

6. SECURITY WI-FI NETWORK

Due to the nature of the medium that is used for data transmission in a wireless
computer network is necessary to meet additional requirements to the data flow was safe and
that the network was protected from unauthorized access. To ensure the security of data
exchanged over the wireless network uses some of the methods of encryption. The best known
are WEP, WPA and WPA2. WEP encryption is the oldest method that is more generally not
used because its mechanism is very easy to break using specialized software tools. Much safer
solution is to use WPA or WPAZ2.

To protect the network from unauthorized access, in addition to WEP, WPA or WPA2
encryption can be used and several other methods. One of them, also the weakest, is a method of
hiding the access point identifier (SSID). The family of standards for wireless communication
802.11 provides that each access point broadcasts identifier - the name of the access point.
However, on most wireless access points can be ruled broadcast identifier ensures that the
network is invisible to ordinary users - her name does not appear in the list of available access
points. This will prevent automatic connection of computers on the first available access point
to be discovered. Advanced users can use the appropriate software tools and cause the access
point to respond to the call and make it so visible. Another way is to allow the access point to
connect only computers whose wireless adapter has a specific MAC address. This method of
protection is also inefficient because MAC addresses can be relatively easy to forge. If a
malicious user knows the MAC address that is allowed to connect to a wireless point, according
to this information can change the MAC address of your network adapter and no problems to
connect to the network. When people explain why it is necessary to set encryption on wireless,
their first thought is that someone will connect to their network and use your Internet
connection. Of course, there's that, but disabling anyone to uninvited connected to a wireless
network is just a side effect of the complete encryption of communication between two nodes,
in this case computers and access points. No one (when it’s coded) without these codes can’t
begin to communicate. However, the code is not just about the key that opens the door to some
imaginary internet, it actually opens the door to your network and everything that goes with it,
such as shared files and folders on the disks of networked computers, including Internet access.

If your Wi-Fi does not have a password, then it is the right time to make it. Way you set or you
change the password is shown in the following figures.

Step 1. On the Start menu, type cmd, and then open the program. .

39



Figure 5. CMD

Step 2. In this program you type cmd IP config. Then find a number under default Gateway.

Figure 6. Number of router

Step 3. Access the router is 192.168.1.1 or 192.168.0.1 typing depending on address
|

Figure 7. Access router
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Step 4. After accessing the address you will receive a window where you need to enter a user
name and password.

The server 192.168.2.1:80 at TP-LINK Wireless
Router WR340G requires a username and password.

User Name: |admin

Password: srene

Cancel |Log|n|

Step 5. Once you have accessed the page it is necessary to find the Wireless section. He's
supposed to look like as shown below.

SSID: ZA neupucene. COM
Region: Croatia .
Warning: Ensure you select a correct country to conform local law.

Incaorrect settings may cause interference.

Channel: E v

Mode: E4Mbps (B802.11g) v

« Enable Wireless Router Radio
% «/ Enable SSID Broadcast
_| Enable Bridges

_| Enable Wireless Security

Security Type: WPA-PSKAWPAZ-PSK T
Security Option: WRPAZ-PSK v
Encryption: Automatic v

PSK Passphrase:
(The Passphrase is between & and 63 characters long)

Group Key Update Period: (in second, minimum is 30, 0 means no update)

Save

Figure 9. Change the password

Under SSID specified is the name of your wireless network, and then check the option "Enable
Wireless Security".

Step 6. Select all like the picture. In the section "PSK passphrase”, enter your password. It is
recommended that the password don’t be the same as the name of the network or if you want a
stronger password; use the password generator, which you can find here.
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» Enable Wireless Security

[} Security Type: WPA-PSKMPAZ-PSK v
Security Option: WPAZ-PSK v
Encryption: TKIP v
PSK Passphrase: unesiteVASpassword

(The Passphrase is between 8 and 63 characters long)

Group Key Update Period: (in second, minimum is 30, 0 means no update)

Figure 10. Entering the password

Step 7. In the end, simply click the "Save" button and that's it. You will have a secure network
and you will not be classified under the option of voting "neighbors WiFi".

7. CONCLUSION

Wireless networks have evolved several years of experimental technology to real usability.
Unfortunately, manufacturers have opted for the replacement of wired local area networks -
rather than an extension thereof. The focus is on sale to the segment of home users, and to those
who have a problem broaching another cable at home. In principle, the only community of
amateur unlocks the full potential of this technology - often with obstacles and manufacturers
and outdated laws. Today, few modern cities exist without developed a wireless network. Check
technologies such as 802.11n will certainly be help. Many start to engage with WiFi because it
imagined as a cheap substitute for access to the Internet - which is mainly related to its web part.
Though this possibility, city wireless is much more than that!
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ABSTRACT

In a present day we using Internet network regularly. Multimedia Internet network is grown up
to a world network that has a large impact on our lives and since 1991st is like Panian named it
as “universally goodness of humanity”.

Maybe just because of freedom that internet gives to people, dangers that they may be exposed
is often overlooked. Today, like never before, anyone can become informed about some person
private information’s without exchange a word with that person.

Just because of that, today there are a many ways that users of internet network could protected
them self, they finance or identity information’s, and one of the ways is visiting of the web
location secured by SSL protocol for sure.

1. SSL PROTOCOL

SSL is abbreviation for Secure Sockets Layer, what indicates transport TCP/IP protocol which
enabling data encryption on the Internet and for helping web site users confirm the owner of the
web site. It’s used protect communications between servers on one side and clients on the other
side. SSL is increasingly used for communications between two or more servers.

Encryption is a mathematical method of programing code which is coding and decoding
information. Process of coding and decoding is based on several different algorithms. When an
encrypted session is established, the encryption level is determined by capability of the web
browser, SSL certificate, web server and client computer operating system.

1.1.SSL certificate

An SSL certificate is a part of code installed on web server that provides security for online
communications according to SSL protocol. Additionally, SSL certificate enable validation and
authentication of different security levels. Also, it’s verification from SSL certificate issuing
company that this site is using data encryption.

Issuing of an SSL certificate depends on type of chosen certificate. Depending of client choice,
SSL certificate may be issued within minutes (instant SSL certificates which is confirmed only
for domain validation) take up to few weeks (SSL certificate for more domains or sub domains
with additional validation). In each case, crucial for SSL certificate be issued is that all provided
necessary information (including CSR file) about domain and owner are correct.

CSR stands for Certificate Signing Request and represent a file with a public key generated on
server during SSL certificate implementation process. Those file content different information
about server, web site and organization, necessary for issuing SSL certificate. CSR file is
necessary for issuing an SSL certificate.
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Every SSL certificate consist of unique pair of keys: one is a secret private key and the other
one is public key. Data coded with specific public key could be decoded only with according
private key and vice versa. Length and complexity of the key directly influence security —
longer and more complex key is harder to hack by unauthorized user. Depending of key length,
there are applied a different levels of encryption (40-bit, 56-bit, 128-bit, 256-bit). In fact, 128-
bit encryption keys are unbreakable but even 40-bit encryption is very hard to break.

Depending on encryption level, validation and warranty, SSL certificate users will have more
trust in security of corresponding SSL certificate, additionally some publishers which issues
SSL certificate are known as more secure than others. Based on all elements different levels of
certificates are recommended for different area of use.

2. SECURITY WITH GOOGLE CHROME

The default settings of Google Chrome for SSL security are set to middle and if there is not
specific reason to change this settings it’s easier to leave them as they are. To change SSL
settings need to follow next steps:

Step 1: Click ,,Customize and Control Google Chrome*

Source: https://support.google.com/chrome
| —= -l ..-.I x

3 Other bookmarks
Picture 1 Settings change,

Step 2: Click ,,Options*

Type to search » | O~ [~

| Always show bookmarks bar Ctri+B

} History Ctri+H
Downloads Ctri+)

Clear browsing data...
| Import bookmarks & settings...

{ Options ]

About Google Chrome

Help
Exit

Picture 2 Settings change

Step 3: Under “Google Chrome Opt ions* select ,,Under the Hood* tab
Source: https://support.google.com/chrome

Google Chrome Options . &J

i Basics | Minor TweanUnder the Hood

General

Picture 3 Settings change
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Step 4: Go to ,,Security” and click ,,Manage certificates*

Source: https://support.google.com/chrome
Security

] Enable phishing and malware protection

Select trusted SSL certificates.

Manage certificates

Computer-wide SSL settings:
~ 1 Use SSL 2.0

| Check for server certificate revocation

When there is mixed content on secure (SSL) pages:

[Allow all content to load =~ J

Cookie settings:

[Allow all cookies =

[ Show cookiesJ

Picture 4 Settings change
Step 5: In window ,,Certificates” you can Import, Export and Remove SSL certificates

Source: https://support.google.com/chrome

Certificates I&
Intended purpose: [=an= ~ |
Personal i Other People l Intermediate Certification Authorities | Trusted Root Certification ~ 2

Issued To Issued By Expirati-.. Friendly Name
—— e [
Certificate intended purposes
Learn more about certificates Close ]
L

Picture 5 Settings change

At the step 4 we could choose ,,Use SSL 2.0* which is an older version of the SSL protocol that
is less secure or ,,Check for server certificate revocation* which issues real-time verification for
the validity of a website’s certificate for extra security.

2.1.Web locations secured with SSL

Web addresses that are protected by SSL protocol are starting with https, not with http and that
is a reason because someone SSL calls HTTPS. Ad Words is requiring using SSL protocol at
the web sites for gathering personal or financial information. Using SSL protocol is enabling
high level of privacy and security from an encrypting internet connection.
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At the most of web sites is displays icon of lock when it’s established SSL connection and that
is most easiest way to check of using SSL protocol.

Source: Personal

€« C' & https://mail.google.com/mail/u/0/#inbox/1472bb818d34b8of
Google

Gmail ~ = a O ] ]

Picture 6 SSL connection at web location

Google has introduced a full SSL encryption on its search services what allowing users
possibility of achieving a secure connection when searching on internet. Encryption creates a
secure channel that prevents third parties from intercepting and reading the data.

When connecting to some web site, Google Chrome can show details about connection and alert
if it can’t establish fully secure connections with the site. If on the page need to entering
sensitive personal information, it’s necessary to check for a lock icon to see if the site uses SSL
that provides an encrypted tunnel between computer and the web location.

Source: https://support.google.com/chrome

lcon | What it means

[ | The site is not using SSL. This icon displays for http:// sites. Most sites do not need to use S5L because they do
not handle sensitive information. Avoid entering sensitive information, such as your credit card information or bank
login information, on the page. If sensitive information is being requested on a site not using SSL, consider

contacting the website owner.

& | Google Chrome has successfully established a secure connection with the site. Look for this icon and make
haips s | SUre the URL has the correct domain, if you're required to log in to the site or enter sensitive information on the
page. If a site uses an Extended Validation SSL (EV-55L) certificate, the organization's name also appears next to

the icon in green text.

& | The site uses 55L, but Google Chrome has detected insecure content on the page. Be carsful if you're

entering sensitive information on this page. Insecure content can provide a loophole for someone to change the look

of the page.
% | The site uses $5L, but Google Chrome has detected either high-risk insecure content on the page or
it/ | problems with the site’s certificate. Do not enter sensitive information on this page. Invalid certificate or other

serious https issues could indicate that someone is attempting to tamper with your connection to the site.

Picture 7 Details about connection

If Google Chrome detects that some web location could be harmful for computer he shows a
warning massage.
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Source: https://support.google.com/chrome

\Warning message

What it means

This is probably
not the site you

are looking for!

This message shows when the URL listed in the site’s certificate does not match the site's actual
URL. The site you're trying to visit may be pretending to be another site. Leamn more about this

warning

The site's security
certificate is not

trusted!

This message appears if the cerificate was not issued by a recognized third-party recognized.
Since anyone can create a certificate, Google Chrome checks to see whether a site's certificate

came from a trusted organization. Learn more about this waming

The site's security
certificate has
expired!

or The server's
security certificate

is not yet valid!

These messages appear if the site's cerificate is not upto-date. You could see this message when

your computer's clock is incorrect. Therefore, Google Chrome can not verify that the site is secure.

Cannot connect to

the real ...

This message appears when a site is suspected to be unsafe.

Picture 8 Warning massage

2.2. Security certificates and security of web location which is using SSL

Web location that using SSL present security certificates to the browser to verify their identity.
Anyone can set up a web pretending to be another site, but only the real site possesses a valid
security certificate for the URL. Invalid certificates cold indicate that someone is attempting to
tamper with connection with the site.

Source: https://support.google.com/chrome

Icon

What it means

The site's certificate is valid and s identity has been venfied by a trusted third-party authority.

The site has not provided the browser with a certificate. This is narmal for reqular HTTP sites (look for

the [T icon in the address bar), because certificates are usually provided only if the site uses SSL

Google Chrome has detected problems with the site's certificate.You should proceed with caution
because the site may be pretending to be another site in order to trick you into sharing personal or other

sensitive information with them.

Picture 9 Security certificate
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Google Chrome lets you know whether connections is fully encrypted, if connection is not
secure, the third side might be able to see or tamper with the provided information on the site.

Source: https://support.google.com/chrome

lcon | What it means

ﬂ Google Chrome has successfully established a secure connection with the site you're viewing.

Your connection to the site is not encrypted. This is normal for regular HTTP sites (look for the [ icon in
the address bar).

Your connection to the site is encrypted, but Google Chrome has detected mixed content on the

page. Be careful if you're entering information on this page. Mixed content can provide a loophaole for

someone to manipulate the page. This content could be third- party images or ads embedded on the page.

Your connection to the site is encrypted, but Google Chrome has detected mixed scripting on the

page. Be careful if you're entering personal information on this page. Mixed scripting can provide a loophole
for someone to take over the page. This could be content third-party scripts or videos embedded on the
page. If you're connected to the Internet via a public wireless network, mixed scripting is risky especially
because wireless networks are easier to tamper with than wired networks.

Picture 10 Connection security

Google Chrome show did you ever visited some site before too , if it's not cleared cache and

cook

ies cause the visited history in that case is also cleared.

Source: https://support.google.com/chrome

lcon

What it means

You've visited the site before, so chances are you trust this site.

!

You've never visited this site before. This message is normal if you know this is true. However, if the site
looks familiar and you did not clear your browsing history recently, it may be pretending to be another site.

Please proceed with caution.

Picture 11 History of visited web location

Most of users of internet that using them at recreation purpose, if want to avoid consequences of

distu

rb their own privacy and identity, have to think about secure if not at other ways then at

lees secure them self to visited web location secured by SSL protocol.

How

3. EPILOGUE

much we should care to protect our own privacy on internet we can see from the huge

number of places that is talking about contents for understanding and solving problems of
security at internet. Using internet could be dangerous and has a lot of risk - from breaking
privacy and making inconvenience to user till different money cheating or stealing identity.
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Even there is a lot of risk that users are exposed at internet networking, with a developed
conscience of necessary to protect they own integrity and proper measure of protection internet
is ensuring progress in safety for individual and society.
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ABSTRACT

As we already know, the problem with privacy and safety is not only related to the Internet. The
root of the problem had emerged even sooner. It had developed from the first cameras all the
way to tagged photos on Facebook. It is difficult to define privacy in the right way.

A lot has been said about the advantages of social media, but the other side of the medal should
also be taken into consideration. In this case it is jeopardizing of individuals’ privacy, which
expose them by being generous in sharing information.

1. INTRODUCTION

As we already know, the problem with privacy safety is not only related to the Internet, either
did it start with it. The root of the problem had emerged even sooner. It had developed from the
first cameras all the way to tagged photos on Facebook. It is difficult to define privacy in the
right way. The above-mentioned question should be a reason for concern. How can privacy exist
today, when Facebook knows all what one did in the last years from the very moment one
joined Facebook.

In order to prepare for writing this text | observed my Facebook profile and tried to look it
through the eyes of other people; from my friends’ perspective - who also have access to my
data. | realized that a big part of my life is represented as an open book, available to everybody
to read and access my information.

If someone wanted, they could exactly find out what | did in the past couple of months, not only
gaining information on what | did each day, but also where and at what time.

It is strange to think about that and a little bit scary. People | have as friends on Facebook, will
still be having access to my information, even if we stop being Facebook friends in the future.

2. PROBLEM OF INTERNET SAFETY

2.1. Does privacy still exist in the 21% century?

Every time brings some changes, and the 21 century brought something that moved the
boundaries. New technologies, the sweetest of all benefits of the 21% century, facilitated our
lives and work. We benefited in terms of information, mobility, time and everything else that
the new challenges of modern business and way of life seemed to jeopardize. New technologies
contributed to a faster life style, e.g. enabling me to send this very text to my professor by e-
mail, while once | would have had wasted more time by walking to the university and back.
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2.2. And then came Facebook

Life consists of various moments, various people and stories, which become parts of our past
and live in the future through our memories.

Facebook defeated time and space in a way. It seems to have gathered all people at one place
causing the wow effect so many times, e.g. when someone finds us on Facebook we have not
seen in a long time. What makes Facebook super popular is that with over 500 million users,
Facebook became the hot spot for communication with our friends, whether they live next to us
or across the world.

3. WHY DID NOT CELL PHONES AND E-MAILS CONNECT US LIKE FACEBOOK?

Cell phones and e-mails did connect us to a certain extent, but they required additional
activities, i.e. asking for phone numbers or remembering e-mail addresses, which is not as easy
as remembering names of school friends, which is enough for us to know to find them on
Facebook.

Somewhere | read a good comparison which says that social media are indeed a diary that we
never were fond of writing. That is true. All of us and our friends leave activities behind us that
remain registered; just instead of letters on a piece of paper we have photos, video recordings,
status updates and comments.

Looking at our Facebook photos or status updates we can precisely recur what we did in a
certain period of our life: what we thought, what mistakes we made and generally what kind of
persons we were. These are the reasons why people easily connect to this web site and why
many feel free to say that they love it and are addicted to it, making a distinguishing Facebook
from other sites.

3.1. Facebook is also used for business purposes

A vast number of users of social media led to the fact that companies started to take them more
seriously. Advertisers made a step further in one to one marketing since companies can
precisely target specific groups on social media. A bunch of information that individuals reveal
about themselves like age, location or personal interests represent incredibly valuable data for
someone launching a company by significantly reducing their marketing costs.

Word of mouth marketing realizes its full potential on social networks, firstly as a
communication service, given that activities involving a brand can significantly contribute to a
company’s business, as friends are the ones we mostly ask for advice when making a decision
which product/service to choose.

4. WHERE DOES THE PROBLEM EMERGE?

Everything we share with our friends rarely stays between us, since photos, status updates, links
and posts are almost always visible to others, even to those we do not want to have insight in
our activities. All these information remain on the Internet for days.

The option to refuse to use the Internet and to create a digital identity is still there, but, even if
one is not concerned with the Internet, the Internet is already concerned with the individual.
Even if a person is not officially on Facebook, probably some of their friends posted a photo of
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them or mentioned them in a post. Sometimes it is just the case that they might refer to someone
with the same name, and it is not exactly the person one wants to be mixed up with.

Today they say if you are not on the Internet you do not exist. The fact that one does not have a
digital identity, may imply that one is illiterate in terms of information and informatics or that
one has not recognized the advantages of the Internet.

It is better for us to watch what we say and to control what is said about us. Our goal should be
to monitor our digital identity in order to show only what we want to be shown, and to mitigate
what we are not fond of. With a careful development of a positive online identity and image one
can contribute to the development of one’s own credibility in private, as well as in business life.

4.1. Privacy in jeopardy

A lot has been said about the advantages of social media, but the other side of the medal should
also be taken into consideration. In this case it is jeopardizing of individuals’ privacy, which
expose them by being generous in sharing information. The main problem is that individuals
themselves distribute information, neglecting privacy settings, despite their advancement level.
From identity and personal data theft to jeopardy by revealing your location, privacy became
topic number one among social media protestors.

On the other side, one will often hear negative comments on revealing private data for
marketing purposes. One to one marketing sounds like the dream of all advertisers, but it can be
used as a tool to manipulate eventual users. Unfortunately, this does not only concern social
media, but the Internet in general, and how far it will go remains to be seen.

A scarce number of users is concerned about their safety, security and privacy within the
network. An earlier version of Facebook used to protect minors by making their profiles visible
only to their friends. This option does no longer exist on Facebook. Even if we do not consider
the worst options, like criminal activities (bearing in mind that everybody is liable to become a
victim), one should be concerned about privacy options.

Some people do not allow other users to view their friend list, while others do not hide anything
and leave everything public. Regarding this subject matter, one should not simply consider it a
matter of taste.

4.2. You and the Internet- friends or enemies

Depending on the level of carefulness, individuals can only partially mitigate the damage and
protect just a part of their privacy. Activities like opening the web browser, entering a word in
search or opening a web site reveal information about the person using it, even though no one
asked for their name and surname.

Things become even worse when one logs on an Internet service like Facebook or Myspace. By
doing so, the person allows those services to gather a long list of information, which they can
use for purposes of advertising, internet statistics and others. If one has not undertaken certain
measures to keep their privacy, companies such as Google know their identity, from where they
log in, what websites they visit, their social contacts, what they buy over the Internet and others.
It is necessary to point out the bad side- there is no possible way to completely protect ones
privacy on the Internet, unless undertaking extreme measures. At least one can reduce the
number of private data exposed while on the Internet.

Firstly, most of the web sites an individual visits can leave a cookie on their computer; a file that
enables an insight in how often one visits a certain web site. Cookie support can be removed
from any web browser, but in that case visits to a half of web sites will be disabled to the user.
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There is not much left to do, except to avoid certain web sites that are known for their
aggressive use of the cookie file. A similar rule applies to web browsers, which can follow IP
addresses (a series of 12 numbers that unambiguously can identify your computer on the
Internet), time of search, key words used and others.

Things get more serious when one actively starts to share personal data. For example, the social
network Facebook requires users to enter their real name and surname. Photos, messages and
other data one shares on social media and other services can easily be found through Google
search. Even e-mails are not safe. In certain circumstances the Internet provider may transfer
individuals’ data to authorities (this depends on the country one lives in and the e-mail service
One Uses).

Similarly, this also applies to other data that one might consider private, e.g. when opening an
Internet domain one will be asked for true data, including name, last name and address which
will be public (if not specifically asked and paid for privacy) and available on various services.
Eventually, one has to deal with the most serious privacy threats like viruses and other
malicious programs aimed at stealing passwords, credit card numbers and other sensitive
information and their transfers to distant addresses.

The question is how to protect oneself. People display their data even if it is not absolutely
necessary. The problem arouses when users, unaware of the risk, use the same password for all
web sites they visit.

Firstly, one should avoid displaying personal data if not absolutely necessary. Even if one gives
away their personal data, they should use different passwords when visiting less important web
services. Anti-virus programs are recommended as well as the latest versions of web browsers
(like Firefox and all other recent web browsers, since they have a decent protection level against
malicious web sites), avoidance of suspicious web sites, especially those offering free software
or adult content. Firewall and anti-spyware are also highly recommended.

If it is inevitable to register on a suspicious or less important service, one-time-basis e-mail
addresses should be used just for the purpose of registration and to avoid spam mail. One such
service is the Mailinator. It is not recommended to display data one wants to keep private on
social media and other services, which offer exchange of messages, photos and other data. For
example, if one uploads a photo to Facebook, Facebook has the right to use it for its own
purposes, without asking for permission. Luckily, nowadays, big companies like Google or
Facebook have to take into consideration their users’ privacy, and one should always familiarize
with such services and view the possibilities that are offered. A good example is Facebook,
which enabled extremely detailed options of security and privacy settings. Often users neglect
those options and leave their profiles public, not knowing that each of the 160 million Facebook
users can see their data.

One should also bear in mind, that the Facebook options enable users to protect themselves
against other users, but not against Facebook itself. When reading user requirements carefully,
one realizes that the only way to protect oneself is to not use Facebook at all, neither any other
online services. Also, many of these services enabled the option to change privacy settings, but
the settings are not solely sufficient, therefore every online application used (e.g. Gmail,
Myspace, Flickr) should be carefully observed regarding the change of privacy options.
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5. FIVE MOST COMMON ERRORS REGARDING E-MAIL SAFETY

5.1 Using only one e-mail account

At least three e-mail accounts are recommended to e-mail users. The business account should be
used exclusively for business- related conversations. The second e-mail account should be used
for personal conversations and contacts and the third one for general hazardous e-mails one
receives, which means that this e-mail should be used for newsletters subscription. At the same
time, if one needs an online e-mail account for example for a personal blog, the third e-mail
account should be used.

The first two e-mail accounts may be free or not, while the third account should always be free
as Gmail or Yahoo. An account should be changed every six months to avoid spam mail in case
one’s newsletter manager decides to sell their name or steal their e- mail address.

5.2. Forgetting phones as an options

One of the most significant lectures in e-mail security is that one will never be completely safe,
regardless of measures undertaken to secure e-mail accounts, especially when using public
computers. Unless you really have to send snapshots, or communicate across the world, better
think about a simple phone call before sending an e-mail. Even if a phone call can last longer
for several minutes than to quickly access the e-mail account on a public computer, a phone call
is a far safer option and does not leave a written trail.

5.3. Usage of unsecure e-mail accounts for sending and receiving sensitive corporate
information

Big corporations invest large sums of money in order to secure their computer networks and e-
mails. Despite their efforts, careless employees use their personal e-mail accounts and hence
jeopardize their company’s businesses. Therefore one needs to protect oneself in order to avoid
transferring their company’s data via personal computers or personal e-mail addresses.

5.4. Forgetting to erase hidden files, history and passwords from browsers

After using public computers, it is important to erase the hidden files, history and passwords
from the browser. Many browsers automatically save addresses of web sites visited, and some
of them remember passwords and personal data one entered, in order to help with filling out
similar forms in the future. If these information end up in the wrong hands, they might be stolen.
It is important that Internet users are aware of the fact that erasing hidden files on public
computers erases private information too, before hackers get an opportunity to steal them.

5.5.  Logging out without exiting the browser

When checking e-mails in the library or in an Internet café it is often the case that the user logs
out when done, but it is highly advised to completely exit the browser. The reason is that certain
e-mail services show the user name (but not the password) after one logs out.

New technologies brought changes. They changed the way of life and business, as well as the
perception of reality to a certain degree. Our lives became virtual, we live in a virtual world that
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became our second home- that is where our friends are, as well as where we do our work and
relive our boredom, but it is also a place where we encounter problems.

New technologies enabled us to educate ourselves, to share our personal experiences with
others, to look at photos of inaccessible destinations, to know everything about everyone, but
yet not to know anything.

All of these activities we do, we do innocently, not thinking about the consequences, going with
the flow that sometimes leads us to scams and the criminal world. We do not know how to
handle that flow, and the question is if it can be handled. We enjoy the flow, comment on our
friend’s photos, exchange comments with them and share our privacy with strangers, which
belongs less and less to us.

6. CONCLUSION

The Internet has opened up a whole new world to people of all ages and abilities. Real-time
communication with friends in all parts of the world is now commonplace and easily carried out
with e-mail, chat and other Web-based tools.

Finding and making friends online using social networking Web sites such as MySpace and
Facebook has almost become a rite of passage. Students at universities around the world
chronicle their lives by building online profiles and sharing personal information, photographs,
and opinions in order to connect with new people. If you use one of these sites to stay in touch,
to express yourself openly, and to find like-minded people, that’s great. Just be sure you stay
smart and safe in the process.
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1 INTRODUCTION

Information is required and valued commodity in modern world. That is assets that must be
protected from unauthorized access. Information is subject to a greater number of threats are
very vulnerable. These days, information is mostly written in electronic form. The protection
against specific threats usually costs less than a security incident.

The theme of seminar work is to protect the USB memory stick or data stored on stick. In
multitude of applications that can be quite expensive and | decided open source TrueCrypt
application for protection of frequently used information supplement ,toys and useful items such
as a USB memory stick.

2 TRUECRYPT

The application is quite simple for those who have knowledge in informaticsAfter installing the
software on a USB memory stick we need to create a virtual disk on which we store
informations. Disc can be accessed on any computer so you mount the virtual disc in which we
have chosen to enter to password.

Picture 13 Installing TrueCrypt application

Installing TrueCrypt application is standard. Procedure is the following: Remove the program
TrueCrypt on page: http://sourceforge.net/projects/truecrypt/files/TrueCrypt/TrueCrypt-
7.2.exe/download.

3 USE OF THE TRUECRYPT

The exception is that the program extracts on the transmission medium, in this case a USB
memory stick. The following windows will appear:
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#® TrueCropt Setup 7.1 e ]

[ Wizard Mode
| Sefect one of the modes. If you are not sure which 19 sefect, use the default mode.

|
© Iostall

Select this option If you want 10 nstall TrueCrypt on this system.

& Extract

1f you select s option, ol fles will be extracted fom B package but nothing wil be
rataled on the system. Do not select it  you tand to encrypt e system parStion or
system drive, Selecting $his opSion can be usefid, for example, if you want to run
TrueCrypt n so<alled portable mode, TrueCrypt does not have to be installed on the
operating system under which it is run. After ol fles are extracted, you can directly run
he extracted fle TrueCrypt.exe’ (then TrueCrypt will run in portable mode).

Picture 14 TrueCrypt Setup — Wizard Mode

TrueCrypt Setup Lﬂ

e Mote that if you decide to run TrueCrypt in portable mode (as opposed

LB to running an installed copy of TrueCrypt), the system will ask you for
permission to run TrueCrypt (UAC prompt) every time you attempt to
run it

The reason is that when you run TrueCrypt in portable mode, TrueCrypt
needs to load and start the TrueCrypt device driver. TrueCrypt needs a
device driver to provide transparent on-the-fly encryption/decryption,
and users without administrator privileges cannot start device drivers in
Windows. Therefore, the system will ask you for permission to run
TrueCrypt with administrator privileges (UAC prompt).

Mote that if you install TrueCrypt on the systemn (as opposed to running
TrueCrypt in portable mode), the system will NOT ask you for
permission to run TrueCrypt (UAC prompt) every time you attempt to
run it

Are you sure you want to extract the files?

Da I MNe |

Picture 15 TrueCrypt Setup

In our case, the extraction is done on a USB memory stick called ADIN (H:)

Please select or
b 'Q Osnovna grupa &
C:\Users\Adin\A| u Browse... |
b &, Lokalni disk (C:) F
If the specified fi| b &3 DVDRW pogon (D?) :
b g Adin (E:)
(g System Reserved (F:)
4 o ADIN (H:)
[V Open the d{)| B kuves
|\ Windows Loader v2.2.2-Daz
> 4. AirCrashIr igation - Mayday Season 11 .

TrueCrypt Installer —3

o - =
Extraction Option Trazi mapu
Here you can set >
Select destination directory _____ |

R EwE. | Cancel

Picture 16 Extraction on USB stick ADIN (H)
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Choose a file name (fo

r example, Encrypted).

Extraction Options

Here you can set various options to control the extraction process.

TrueCrypt Installer

Please select or type the location where you want to place the extracted files:

I H:\Encrypted)|

If the specified folder does not exist, it will be automatically created.

¥ Open the destination location when finished

Browse... |

Help | < Back

I Extract I

Cancel

Picture 17 Extraction Options

After we click 'Extract’ the installation is complete when we click 'Finish'.
The picture shows that we have to stick Encrypted file:

- - — .- - —— -
(AL ] » Racunalo » ADIM (H:) »
Organiziraj »  Zajednicki koristis = Snimi  Movamapa
3 Favoriti Naziv ’ Datum izmjene Tip
=] Nedavna mjesta \. Encrypted 13.7.2014 11:24
& Preuzimanja " Kupres 2462014 1747
Bl radnu povriinu ' Windows Loader v2.2.2-Daz 2662014 16:50
@) Downloads 13.7.2014 11:16 Precac
74 Biblioteke [@ Hot 13.7.2014 11:16 Precac
@ Dokumenti [53] LIP Croatian for Win 7 1412.201210:18 Program
o' glazbe (@ Movies 137.2014 11:16 Precac
[E] Slike (@ My Games 137.2014 11:16 Precac
B Videozapisi [ My Pictuers 13720141136 Precac
@) My Videos 13.7.2014 11:16 Precac
¥ Osnovna grupa A Planes. 2013 HRSINK.720p.BluRay.264-R... 22122013 16:51
&9 Word 2007 173.2011 1842 PowerlSO File

M RaFinala

Picture 18 Encrypted file

Mapa s datotekama
Mapa s datotekama
Mapa s datotekama

VLC media file (.m...

Veligina

1KB

1KB

40.182 KB
1KB

1KB

1KB

1KB
3022279 KB
252972 KB

In Encrypted TrueCrypt.exe click a file and a window will appear. In that window you should

click 'Create VVolume'.

We have the following:

r
[ TrueCrypt

e

(=[] » Recunalo » ADIN(H) » Encrypte
@\_J‘ (3 & VP olumes System Favorites Tools Settings Help

Organiziraj ~

W0 Favoriti

] Medavna mj

- Biblioteke
[ Dokumenti
& glazbe
=) Slike
B8 Videozapisi

8 Racunalo
&, Lokalni disk

8 Preuzimanja

B radnu povitinu

*@ Osnovna grupa

Homepage

size | Encryption algorithm | Type | +

Otvaii = Snimi  Novall| prive | volume ]
- G
Naziv <l
]
esta (2 Encrypted k:
| License L
< :
[ TrueCrypt Format N
[~ S O
TrueCrypt User Guide
ﬁ e P
[ Truecrypt P
2] truecrypt.sys R
= S a5
4 truecrypt-x64.sys Py
o U

Create Volume | olume Properties. . |

wipe Cache |

[~ Volume

() E [¥ Never save history

| SelectFie...

VoumeTodks... | SelectDevice... |
ca Adin (E)
-y System Reserved (F{
e ADIN (H:) ” Mount ” | Auto-Mount Devices ” | Dismount Al ” | Exit ”
€ Mreza

Picture 19 Create Volume
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Now we need to create an encrypted Container and tell the program where we want to save the
Container. This file will contain all we want to lock.

3 TrueCrypt Volume Creation Wizard - ——— ==

TrueCrypt Volume Creation Wizard

{* Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users,

More information

" Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external o
drive {e.g. a flash drive). Optionally, creates a hidden volume.
" Encrypt the system partition or entire system drive i
Encrypts the partition/drive where Windows is installed. Anyone I
who wants to gain access and use the system, read and write Il
files, etc., will need to enter the correct password each time I
before Windows boots. Optionally, creates a hidden system, |
More information about system encryption
Help I < Back | Mext > | Cancel |
Picture 20 TrueCrypt Volume Creation Wizard
[ specify Path and File Name -t ) . [
@ .. ¥ Ratunalo » ADIN (H:) » Encrypted - |‘, ‘ | PretraZi mapu Encrypted 2 ‘
-
Organiziraj + MNova mapa 4= = @
=
J’ glazbe i Maziv Datum izmjene Tip
=) Slike
. @) Encrypted 13.7.201411:37 Precac
E Videozapisi A .
|| License 13.7.201411:24 Tekstni dokument
E TrueCrypt Format 13.7.201411:24 Program
ody Osnovnagrups o
{8 TrueCrypt User Guide 13.7.201411:24 PDF-XChange Vie...
E TrueCrypt 13.7.201411:24 Program
18 Racunalo 4] truecrypt 1372014 1124 Datotek
) truec SYS o o atoteka s
£ Lokalni disk (C3) |=| sy
. %) truecrypt-xbd.sys 13.7.201411:24 Datoteka sustava
s Adin (E)
& System Reserved
e ADIN (H:)
- - 4 m b
Naziv datoteke: -
Spremi u obliku: | All Files () -
i “ Sakrij mape [ Spremi ] [ Odustani ]
e

Picture 21 Specify Path and File Name

The next step is the size of the container and its max value is 4096 MB. Enter the size of the
container.

Volume Size

4095 KB “MB (GB

Free space on drive H:\ is 4.07 GB

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will
specify its maximum possible size.

Note that the minimum possible size of a FAT volume is 232 KB.
The minimum possible size of an NTFS volume is 3792 KB.

Help | <Back I Next > I Cancel

Picture 22 Volume size
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After the 'Next' you need to create a password.
RECOMMENDATION: Some code that is long and which needs to contain special characters
(= &% $ #).

ﬁ TrueCrypt Volume Creaﬁ;rwizvarm =
Volume Password
Eeal I re=————
- I Fr———

I~ Use keyfiles Keyfiles. ..
I Display password

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth, It should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and spedal characters, suchas @ ~ = §* +
etc, We recommend choosing a passwaord consisting of mare than 20
characters (the longer, the better). The maximum possible length is 64
characters. |

Hep | <Back [ Next> | concel |
Picture 23 Volume password

Volume Created

The TrueCrypt volume has been created and is ready for use. If you
wish to create another TrueCrypt volume, dick Next. Otherwise, dick

t

Help | <Back [ Next> | ‘Exit |

Picture 24 Volume is created

Then click on the letter of the virtual drive and choose Select file. Find encrypted Container that
we made at the beginning and click Open. Then click Mount, type in the password and click
OK.

Volumes  Systemn  Favorites Tools  Settings  Help Homepage

Drive | Volume | Sizel Encryption algorithm | Type | -
G M
SN
S 0:

S
SR
a5
ST
Gl
SV
S
X
Y
e 2

Create Volume | Yolume Properties, ., | Wipe Cache |

Volume

E [ =~ selectie.. |
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Picture 25 Opening a file
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Picture 26 Steps for opening

Now we have on file My Computer new disc in which we can put large files. When SMOS team

finished, restart the program.

From now on, when we want to access a data we run the program and find containers. Then we
put them under a certain letter and then mount the disk. You need to type in a password and

access the data.

A T —————
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Picture 27 Mount the encrypted file
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Picture 28 Protected file

4 CONCLUSION

USB memory stick is something that most of us use every day. This medium is used for private
purposes as well as for business purposes. Often, this media is not getting enough attention from
us even though we are at it stored important information. Therefore, we are in danger of
unauthorized access or data theft.

TrueCrypt is an open source application that can protect data, in this case with a USB memory
stick. After extractions program on a stick and explained the procedure, protected data with
stick approach on any computer mounting the drive with a predetermined input our password.
This is a very useful application and its main asset is that it is free.
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SUMMARY

The development of modern means of communication plays a significant role in the
globalization process, because they are changing existing relations in the global market. The
impact of ICT has spread to the activities in which previously there was no possibility of their
application. Graduating from mechanical to electronic faze of trade lead as to faster
penetration of technical processes. Or come up with the development of electronic stores (Web
shop) which have many advantages but also its disadvantages.

The problems are primarily reflected through the methods of payment and security of Internet
transactions. Notwithstanding this volume of retail transactions carried out through the Internet
are increasing. Business users who want to develop e-commerce and enter into the kind of
system operations usually turn to companies that they will all need to make and deliver. In
recent years, appearing tools that enable IT less literate customers to do the job of
programming through wizards. Internet business provides an opportunity to improve your way
of working thanks to the global availability of the Internet. It supports all the ways of doing
business through the internet ie. buying and selling of goods and services, performing financial
transactions electronically, promotion and marketing activities and others. Shop online
increases the profitability of the company through its ease of use and reduced cost.

Keywords: Internet, trade, e-commerce, applications, e-business

1. INTRODUCTION

With the development IC technologies (ICT) in their entirety are changing many affairs. Work
of computers aims at facilitating the work of its customers in all areas of life and business.
Technology is an additional tool that allows efficient implementation activities. In modern
business there is a transition from mechanical to electronic way of doing business, which
implies faster penetration of technical processes in commerce. The development of electronic
shops aims to facilitate the purchase of products from anywhere on Earth. Computer technology
is automating sales in traditional retail establishments (shops, salons, department stores) enabled
the centralization of supply management, production, pricing, distribution, sale of goods, stocks
with a view to more efficient and effective and profitable business.

Issues that trigger making this paper are: What e-commerce?, How it works?, What are the
advantages and disadvantages of e-commerce ?, How to make e-commerce? The subject of this
research is based on the research literature to determine how to program a web shop to sell
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photos. The primary purpose of making this work is complete and comprehensive introduction
to the field of electronic commerce, its operation and implementation of the sale of photographs.
Therefore, the goal of this research is to investigate, identify and interpret web shop to sell
photos.

Internet is a daily basis part of business because it offers the opportunity for advancement. E-
commerce represents all ways of doing business that has been done in a traditional market:
buying and selling of products and services, financial transactions electronically, promotion and
marketing Execute a et al. It is one of the more profitable forms of trafficking, as simplicity, low
cost, and lack of working time are part of the benefits that this trade provides.

According to the report, of e-commerce there are 618 million potential customers. Retailers do
not pay business rates but they need just one web site the the product is available to everybody.
According to the same report of 816 million, 565 million users as Internet users, while 264
million are Internet customers. The advantage of this trade is reflected in the fact that there are
no geographical limitations, but the product is available to most remote users.

2. DETAILS OF MAKING WEB PAGES

Internet market is one of the largest emerging markets. Users can decide to this type shopping
because it implies more choices, and then compare prices between multiple vendors and
delivery to the door, which for them is a time-saving. All information can be immediately
updated and so the information before coming to customers. Virtual stores offer a large number
of products and the role shall. From the organization's services and the provision of travel,
shopping for shoes or clothes, beauty products and health books and literature, to basic
household necessities.

In the planning of e-commerce is necessary to achieve a few basic steps. First of all: making a
decision and timing of establishing a virtual store, the selection of assortment of products and
services, the choice of payment method in the virtual store and distribution organization
products, domain registration and opening Web site (server support), creating a website for a
virtual shop, a maintenance plan and promotion of virtual stores.

The first and basic step is that top management makes a decision about establishing e-
commerce. The decision is based on the analysis, reflection goals that should be achieved with
e-commerce. Establishment of e-commerce is reduced to opening the website, choice
assortment of products and services, selecting payment. When choosing a web address it is
necessary to strive that her name be informative, unambiguous, attractive and original.

Web site creation and implementation of the trade is an important process and it is necessary to
engaging an experienced team of professionals who will follow all necessary steps to bring the
product documentation and work on further maintenance and technical support. When the
creation process is complete, it is necessary to carry out to promote and ensure the marketing
mix that will ensure the attendance of trade, and lead ultimately to the desired volume of sales
and profits.
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The advantages of e-commerce are: market size, the ability to purchase products where he is the
cheapest, reduce operating costs, fast and cheap realization of orders, saving time, flexibility in
business, increase business efficiency. The disadvantages are: necessity, constant investment in
further development, the difficulty in finding employees with appropriate experience, the risk of
fraud, the marketing costs associated with the tough competition, identity theft customers.

To make a successful e-commerce we must comply with the basic requirements which keep
users on websites, such as: easy to use, easy to navigate, the products split into categories, size
of assortment, information, security, and process shopping, marketing on the site, design,
motivation and words. Website we need to make it simple because complicated e-commerce
discourages users from buying, they cannot manage and canceling purchases of buying. When
the user easily handles the page it simply will reach your goals i.e. purchase.

Products and services should be divided into meaningful categories and subcategories. It is
necessary to produce updated frequently and provide summaries of the product to enable more
information. Too large range of services or products may cause customer confusion, it may
confuse him. So be aware of the size range. When a user comes to the site is necessary for us to
give him all the information about the product or service, such as product information, technical
specifications, instructions for use, potential services, complaints, returns, instructions on
maintenance and more. Web shop is specific for security because it is essential that the user
leaves no doubt that does not ask questions about whether the product terminal rank or whether

it can be returned in case it does not work flawlessly. @

To satisfy their desires, it is necessary to provide them security of data transfer, a statement of
non-operation of personal information and other information about the contact with the
company. Questionnaires and other marketing activities, it is necessary to leave at the end or
optional for shopping in order to avoid further bother the customers.

Advertising and other forms of promotion should be made discreet. Page design we adapted to
the product for which we specialize, and customers who are our target group. It is necessary to
motivate users to return to the page after a successful purchase. We put related products or
encourage the reduction or other actions that are specific to our company and thus motivate him
to further purchases. When writing text content we should be careful to be specific information,
specifications, recommendations, and not empty promises.

In the electronic shopping safety was a major disadvantage that provided confidence in her.
Then there were no sufficiently developed systems to encrypt and protect customers. Web shop
should provide a sense of security, the buyer should not have the fear that you will receive the
product or not, we need to believe that he can entrust us with their personal information and
money. For this we use SSL protocols that allow safe to send different data without being able
to read the same data by other persons. It is a system of encryption that uses a large amount of
data that is impossible to decipher in the short term. Therefore is used to send credit card
numbers and other sensitive data.

One way of checking the website is an inscription in browsers (https) which indicates that the
vendor uses a secure server to receive data. Digital certificates and digital signatures are an asset
that provides additional security when purchasing products. These certificates for companies
providing international companies that are exclusively specialized in the issue of such
certificates. It is impossible to make a web store that will accept credit cards as payment without
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such certification. E-commerce offers the possibility of sending you a check by each bank, and
the money we send a special fast banking system.

3. THE NECESSARY RESOURCES

We used the Joomla CMS and its components Phoca Gallery and SimpleCaddy.

Joomla is an award-winning content management system (CMS), which enables you to build
Web sites and powerful online applications. Many aspects, including its ease-of-use and
extensibility, have made Joomla the most popular Web site software available. Best of all,
Joomla is an open source solution that is freely available to everyone.
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Serving B213 extensions

10 the cammunizy Home + e-Commerce » Shopping Cart »
24009 W Twest 7
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A5 5 AMliates 13 Licenae GPLY2 oF later Typie Frig Dimwr
Autnoring & Content Date Rdded 18 February 2008
Calendars & Evants
) leveloper Henk von Pickarz & Download | @ Support | @ Documentation
CIENCS & Lammuniaes
Wiebsile Wehsita

CornrmuniCatan

Picture 29 Page layout of Joomla

A content management system is software that keeps track of every piece of content on your
Web site; much like your local public library keeps track of books and stores them. Content can
be simple text, photos, music, video, documents, or just about anything you can think of. A
major advantage of using a CMS is that it requires almost no technical skill or knowledge to
manage. Since the CMS manages all your content, you don't have to.
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Picture 30 Phoca Gallery Control Panel
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Picture 31 SimpleCaddy Control Centre

Joomla is used all over the world to power Web sites of all shapes and sizes. For example:

Corporate Web sites or portals

Corporate intranets and extranets

Online magazines, newspapers, and publications
E-commerce and online reservations
Government applications

Small business Web sites

Non-profit and organizational Web sites

hma
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. Community-based portals
. School and church Web sites
. Personal or family homepages.

4. THE WEB SITE PAGE LAYOUT

Respecting the principle of simplicity and ease of use our website has this look.

Photo Shop

Home

Vasa korpa

Vasa korpa je prazna

PokaZi korpu

2,00KM Cijena 2,00 KM
1 Kol. 1

Cijena 2,00KM Cijena 2,00KM Cijena 2,00KM Cijena 2,00 KM
Kol 1 Kol q Kol. 1 Kol 1

Picture 32 Page layout of website
After the selection of photos, they are put in the basket. Order form to fill up your personal data
and executes it.
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Picture 33 Ordering process
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If the customer completes a purchase, at inbox comes an email with the order, and the user
receives a message that the purchase has been completed.

Photo Shop — Pretraga |
Home
Email | Hvala na narudzbi Vasa korpa
‘Vaga korpa je prazna
Hyals! Pokaii korpu |

Yada narudiba je uspiedno poslana.
Uskoro éemo Vam poslati mail sa detaljima pladanja.
Za dodatna pitanja obratite se na emnail; info@fashiearm.biz il telefon; +328761780123

‘rati s na Podetnu stranicu

Picture 34 Order confirmation on website
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Picture 35 Order confirmation for costumer with email
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Picture 36 Email with order

5. CONCLUSION

E-commerce is one of the more profitable forms of trafficking, as simplicity, low cost, and lack
of working time are part of the benefits that this trade provides. According to the report, of e-

commerce there are 618 million potential customers. Retailers do not pay business rates but they

need just one web site the product is available to everybody. According to the same report of
816 million, 565 million users as Internet users, while 264 million are Internet customers. The
advantage of this trade is reflected in the fact that there are no geographical limitations, but the

product is available to most remote users.

It offers us many opportunities to make a web page using proven software and with little
knowledge of programming. All the resources that are available to us, we need to use it. An
application with open source code has its advantages and disadvantages that we should be

careful in the planning phase of developing the site.
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ABSTRACT

Business intelligence includes the processes, technologies and tools that help in transforming
data into information’s, information’s into knowledge and knowledge into plans for
management of the organization.

Keywords: business intelligence, Bl, OLAP, Data Mining.

1. INTRODUCTION

Business Intelligence (BI) systems help: testing and analysis (ad-hoc reporting, analysis tools),
reporting (dashboards, trend analysis) to plan, budget and forecast (plan - achieved)
performance management (indicators). These systems provide a unique access to information’s,
response to business issues, and the use of Bl systems throughout the organization. The main
limitations of BI software are high cost and long period of implementation of such system. An
important concept related to the application of the business intelligence software is a Data
Mining (mining). Data mining can be defined as finding regularities in data. The areas in which
Data Mining can be successfully applied are varied, for example, the company’s operations,
economics, mechanics, medicine, and genetics and so on. Any organization that deals with the
production function, and profit as the ultimate goal, is actually a dynamic system, which is
characterized by its current state and the state in which the system can move to the future. These
states are represented by a large amount of data, which is recorded in various types of
information systems, document and other sources of information. The processing of these data,
find the causes all relationship (correlation) between them and their transformation into
information is a significant potential for growth. Information is a key factor in decision-making
at any level of operating through the middle to the strategic level of decision making. Therefore,
their proper interpretation and generate significantly influence the choice of model management
actions, which will use the company’s management. Electronic mode of operation becomes
inevitable and dominant compared to current methods of doing business (slower and less
efficient), and the main performance indicators (efficiency, effectiveness, productivity, and
profitability), are directly related to the quality and degree of implementation of information
technologies used for this purpose. Information technology infrastructure is the basis for the
process in a modern business system. Business Intelligence Business Intelligence (Bl) is part of
the information system of organization that is dedicated developed to enable performance
management organization. Business intelligence is an area in the field of information
technology, which aims to overall enterprise information resources put to use making the best
decisions to achieve the strategic goals established companies. It is a very complex area that
includes various types of technologies and approaches in the field of information technology,
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management, statistics and mathematics. The basic question that comes to mind when talking
about this yet innovative software solutions in the world of modern business is “Do you use a
business intelligence system or not?”.

2. WHAT IS BUSINESS INTELLIGENCE?

In order to know what is actually a business intelligence or business intelligence, first we must
define the term in order to know in what way, in which case use the term and what is actually
meant by Business Intelligence. Business Intelligence as a discipline designed in the seventies
of the twentieth century, and one of the many definitions as follows:* Business Intelligence (BI)
is use the collective knowledge of the organization, in order to achieve a competitive
advantage*. Business intelligence includes the processes, technologies and tools that help in
transforming data into information, information into knowledge and knowledge into plans for
management of the organization. The term Business Intelligence (Business Intelligence, Bl)
combines methodologies, technologies and platforms for data storage (Data Warehousing),
network analytical processing (OLAP Online Analytical Processing) and Data Mining that
enable enterprise organizations to create useful management information from the data on the
operations that are dispersed in different transaction systems and come from a variety of internal
and external sources. Such information is presented for the efficient use of strategic and tactical
and operational audits and making decisions. Based on this it can be concluded that the business
intelligence actually a technique that lets you find the information needed to make it easier,
faster and more accurate decision making. Business intelligence is created or evolved from a
decision support system used in the U.S. companies 60s of the 20th century. The concept of
Business Intelligence in the Serbian language translates as business intelligence. But, in the
English language the word intelligence has two meanings: the ability to learn, understand,
logical thinking, an ability to do things well; secret information collected about a foreign
country, especially a hostile, people collecting the information. The basis for understanding the
concept of Bl are three items (principles):

e Ethical process of gathering information, which, after appropriate processing becomes

knowledge;
e The focus on information that is planning future events; and
¢ Instrument that has a full role in the decision-making process.

3. WHY BUSINESS INTELLIGENCE?

One of the main questions that are often asked by the organization itself and its management is
exactly why we needed and what will promote the introduction of these, we note, no cheap
system. The main reasons for the introduction of business intelligence systems are as follows:
e Environment is no longer static. Offered products and services are huge, the
competition is high. Research shows that present supply of goods and services at least
30% exceeds demand (markets are saturated). New circumstances require new
solutions, new challenges of the new effort. Just production of goods and services is
now a past.
e (Globalization of markets, the development of distribution channels, "interference” in
the internet business, things have changed. Now the buyer and seller are at the distance
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of a click of the mouse. Today, the company is overloaded with data. On the other hand,
there is a lack of useful information. To minimize the gap between the amount of
available data and information necessary to define the processes of data collection and
their “processing” in the information. The response time to the environment should be
reduced, preferably to real time.

Resources are always limited. Time as the most important factor is almost always
essential. Therefore, you should know where to set the lever to move a large rock. How
to act in order with a minimum of fuss resolve most problems?

Decomposition of the value chain (procurement, storage, production, sales, after-sales
activities) to the proper use of a lever effect. In addition, it allows us to find
fundamental solutions to existing problems, not the symptom. Usually the effect is
greatest leverage in sales.

Finding new customers is ten times more expensive than retaining existing ones. If the
company fails to reduce the exodus of buyers competing for 5%, it is very likely that
this may double their earnings.

A great danger threatens the enterprise of hidden customer dissatisfaction. Only 4% of
dissatisfy customers complain about the poor quality of products or services. 90% of
customers, who are not satisfied with the quality of the product, will avoid the product.
Each of dissatisfy customers will inform the other ten to twenty people.

Customers are leaving because they are unhappy, though they never complained. A
buyer who leaves a company, it cannot return.

Customers (with employees and their knowledge) are the largest value that the company
owns. How to keep them? Stable relationships with customers are the key to long-term
success of the company.

Maintenance of operational liquidity management is the problem. Solutions to this
problem directly affect performance of management. In order to master these
operational problems, company should be familiar with their customers, suppliers,
processes, and connections between them.

To keep the cycle Operating Controlling (data collection, planning, analysis and control,
and management) in the company to work, to have the information infrastructure.
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Present Why did something happen?
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» Sta zelimo da se desi?
Future

What we want to happen?

Picture 1: Why should we use BI system?

BI systems help to:
e Testing and analysis (ad-hoc reporting, analysis tools);
¢ Reporting (dashboards, trend analysis);
e Preparation of plans, budgets and forecasts (plan - achieved); and
e Performance management (indicators).
Bl enables organizations to system actually promote cultural understanding and taking action
through:
e Making decisions based on facts;
e The quality of information;
e Coherence forms of information;
e The quantity of information; and
e Sharing of information

4. WHO USES BI SYSTEM

Bl system was originally designed for decision makers and the people who make business
decisions. Today, corporate decisions are made by everyone. Not all decisions, but all we can
suggest. It’s not a return to the self-management, but to provide opportunities for all those who
can contribute to the preservation of the vitality of enterprises. Information and knowledge are
needed by everyone.

5. COMPONENTS OF A BUSINESS INTELLIGENCE SYSTEM
There are several different types of the components that, in general, are not too important in the

basic definition and understanding of business intelligence. The only division that at this level is
important to basic includes:
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o infrastructure database for data warehousing, ETL tools (used to collect data from
multiple sources, regardless of the technological solutions), the operational data storage;

e functionality Data Mining (treated separately below), Bl platforms, applications
(operational, strategic and analytical), ad- hoc reporting;

e organization performance Measurement, Information/corporate culture, BI
methodology, centralized Bl (integration of knowledge and skills);

e management the key indicators of the performance of external transparency, trends.

6. DEVELOPMENT OF A BUSINESS INTELLIGENCE SYSTEM

Intensive development of BI is directly linked to the period when the company began to
automate their business processes through the implementation of various systems, and thus
create the possibility of generating large amounts of data. There has been an explosion of data,
which is reflected in the exponential growth of their quantity. Increased the number of bases that
have placed the data, but automatism search did not exist or were very underdeveloped.
Practically, they possessed a large amount of data that were unusable because they were
difficult to access. In parallel, there was the awareness that these data can be very useful in the
hands of management. Management, however, does not work with data, but the information and
how the information = data analyzed, it is clear that the aim was to develop a system that will
process the data. Based on the data presented by Nigel Pendse (2008) can see the development
of the Bl market over a period of 14 years, and forecasts of its growth, which can be seen as
gradually in the period since 1994th until 2007th. The rising value of the BI market, expressed
in billions of dollars, with a value of $ 0.5 billion (which was the market value in 1994.), up to
5.5 billion U.S. dollars (which was the value of this market 2007 year:

Godina Vrijednost u milijardama $
Year Value in billions $
1994 0,5
1996 0,95
1998 2,05
2000 3
2001 3,3
2002 3,5
2003 37
2004 4,3
2005 4,8
2006 5,5
2007 6,4
2008 6,9

Table 1: The growth of OLAP market Source
The most important thing is to emphasize that in this system, respectively, it should be noted

content management systems, ETL tools, Bl tools, analytical systems and users (managers) at
the end.
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Picture 2: Bl infrastructure

Main features of Business Intelligence (Business Intelligence) are the following:
e unified access to information;
e answers to business questions, at the time and
e  The use of BI systems throughout the in every part of organization.
These are the three basic characteristics of the system, which is also referred to as the three
primary advantages of introduction and implementation of this system in the business process
brings. As the primary advantages of using systems Business Intelligence, provides the
following characteristics of the system:
e improve operational efficiency;
the elimination of the backlog of reports and delays;
finding the cause of the problem and take measures accordingly;
better communication with customers and suppliers;
identification of” waste of resources” and reducing inventory costs;
sales information to customers, partners and suppliers;
improving strategies with better marketing analysis;
gives users the means to make better decisions;
dealing assumptions with facts. (Dropped item which said Take your investment in ERP
or data warehouse).
The main disadvantages and we can say restrictions that accompany such systems, like business
intelligence systems are:
e the high cost of software;
expensive and long time training to use;
requires a large range of experts in the field of technology;
mixing data from different sources;
send requests to retrieve data from business intelligence systems can be tedious and
time-consuming, with aspect of the system users.
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7. IMPLEMENTATIONS AND APPLICATIONS

The introduction of Bl systems is a process which is practically endless. At the time of the
unstable environment that is becoming hyper aggressive, and therefore an uncertain future,
business intelligence must constantly evolve as requirements analysis and forecasts become
more complex, especially when added to the need for high speed processing and performance
(real-time as a key notion of information now). Raises the question for us is the price of such
systems and cost information. In the 21 Ages, Ages of information and knowledge, price of
information is equal to the price of survival in the market. Establishment of a system for
management of business information is a profitable investment. Accounting does not record
opportunity costs of bad business decisions based on lack of information. Such failures are
recorded stock market and competition. These two “gauges” unmistakably know penalize
weaknesses of business. Bl system does not exist as a finished product; there are manufacturers
that offer technology platforms and knowledge to implement. There are no off the shelf
solutions. The reason for this is the fact that the decision models are similar, but the strategy,
market segmentation and product, processes and relationships between them are different. Are
also heterogeneous data sources that “food” these systems. Big manufacturers are roughly
divided into two groups of databases - IBM, Oracle and Microsoft - whose bases are used as a
basis for building a data warehouse. That platform they use as a base. Clients also offer front-
end tools for end users, implementation and business models. Original manufacturers, and from
which need to allocate the four great that have a significant presence on the regional market -
SAS, Cognos, Business Objects and Micro Strategy. Their main focus is the front-end tools for
end users that can be connected to any of the platforms for the database. They are, except for the
SAS which is present with subsidiaries in the countries of our region, present through
authorized distributors. Many large and medium-sized companies active approach to the notion
of business intelligence, development and implementation of these systems and use them in
your e-business. Companies thrive to turn information into business intelligence, business
intelligence in corporate knowledge and collective knowledge to increase profits. According to
the previous description, can be specified several areas in which suitable application of business
intelligence:

e Reduction in operating costs, the realization of sales targets, improving the procurement

system
e Using OLAP (On-Line Analytical Processing) to reduce the cost of IT sector, discover
new opportunities for profit improvement cost management;

e Using Data Mining to find the key parameters related to a specific customer segment.
All these applications are only possible with the use of sophisticated tools and applications, if
the data are prepared in a format suitable for various types of analysis. For business users it is
important to have the tools and applications you will be able to analyze the data, and the IT
people important to have the applications and tools to create and manage the environment for
business intelligence. For this purpose, various tools such as:

e dedicated applications;

e tools for querying;

e OLAP tools;

e tools for statistical analysis;

e tools for Data Mining and others.
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8. CONCLUSION

Business intelligence system is a system that stores information and knowledge on competition,
customers, suppliers, processes. It allows business negotiation and reasoned approach to
numerically customers and suppliers, quality operational planning, monitoring the behavior of
competitors, the observation of individual market segments and predict future events. Also, the
business intelligence system provides a better understanding of their own customers and realizes
that encourages them to certain behavior. On the technical side, business intelligence is the
process by which raw data is converted into information. This information is then analyzed and
used in the decision-making process in the company. No demur - the answer is definitely “To
BL.” Business Intelligence ( Bl) systems have become an indispensable tool for all levels
management in decision-making processes. The concept of business intelligence in the last few
years is so current that it is almost impossible to avoid, which is not surprising, since it offers a
solution to one of the biggest problems of management — making good business decisions.
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ABSTRACT

Today, data encryption is most widely used method of protection of data and infromation that
contains confidental information. There is a number of methods available for use to achieve
specific degree of data protection, dependig on required level of protection. In last few years,
methods and implementation protocols of data encryption have changed leading to weakening
of efficeiency of such methods. Today, the main cause of securitiy problems associated with
traditional methods come with the fact that todays computers are more advanced than evenr.

Key words: Cryptography, encryption, data protection, quantum cryptography

1. INTRODUCTION

Data encryption is a process in cryptography which protects the data so that the message or
information so unreadable for people who do not possess a certain knowledge (key)._This term
is used in computer science, where certain data packets and infromations are encrypted and sent
from one location to another through a medium such as Internet. In the scheme of encryption,
message or information is encrypted by using one or more of the available methods of
encryption, transforming message thus making it unreadable for a party that is trying to steal it.
This is usually done by using the encryption key that determines the way of encoding the
message. Any unauthorized party who can see the encrypted message must not be able to
determine anything about the original message. The authorized parties should be able to decode
encrypted message using decipher algorithms of wich some of them usually require decryption
key that unauthorized parties do not have.

2. ENCRYPTION METHODS

There are two basic types of encryption schemes: scheme of private-key encryption and scheme
of public-key encryption. Private key encryprion scheme uses the same key to encrypt and
decrypt the data and information. This means that parties communicating shile using private key
scheme must agree on a secret key to be used before establishing communication. In contrast, in
scheme with public key encryption everyone has the access to the key for encryption, and can
encrypt messages. However, only authorized parties have the key required to decrypt the
message.
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2.1 Private key encryption

When using encryption with the private key, each computer has a secret key (code) that can be
used to encrypt packets of information before they are sent over the network to another
computer. This method requires knowledge of computers that will communicate, so the key can
be set to each of them.. This encryption method is based on the fact that both computers know
the decryption key that can be used decipher and exchange messages. The first major algorithm
for generating symmetric keys for computers, Data Encryption Standard (DES), was developed
the United States, and was approved for use in 1970. The DES uses a 56-bit key. Although 56-
bit key can generate over 70,000,000,000,000,000 combinations, appearance of advanced
computers sought the need for better alogritmom and DES was replaced with Advanced
Encryption Standard (AES) algorithm. AES can use 128-, 192- il 256-bit keys to generate
private key. Private key algorithms are the algorithms used for cryptography that use the same
cryptographic keys for encryption and decryption of clean data. The keys may be identical or
may differ only by small bits between the decryption key and encryption key. In practice, the
keys are "shared secret" between two or more parties wanting to establish secure
communications, which requires that all parties participating in the communication must know
the secret key. This is the main disadvantage of this private key encryption method compared
to the public-key encryption.

2.2 Public key encryption

Public key encryption uses two different keys at once - a combination of a private key and a
public key. The private key is known only to the computer commencing the communication
while the public key is given to any computer that wishes to establish the communication. To
decode the encrypted message, a computer must use the public key, provided that the key was
previously given to him by a computer that commenced the communication. Although the
message sent from one computer to another will not be safe because the public key used to
encrypt is published and available to everyone, not everyone will be able to decypher the
message without the private key. Generating a key is based on prime numbers (numbers that are
evenly divisible only by itself and number 1, suchas 2, 3,5, 7, 11 and so on). This means that
this encryption scheme is very secure, because there is essentially an infinite number of primes
available for key generation meaning there are almost endless possibilities for key
combinations. One very popular program for data encryption using public-key method is Pretty
Good Privacy (PGP), which allows data encryption using public key . This type of encryption is
considered very safe since it does not require sharing any secrets between sender and receiver.
Very popular implementation of public key encryption is the Secure Sockets Layer (SSL).
Originally developed by Netscape, SSL is a protocol for Internet security using Internet
browsers and Web servers to transmit sensitive information. SSL has become the protocol of
general security for transmission of sensitive information known as Transport Layer Security
(TLS). In your browser you can see when a secure protocol is used such as TLS in several
different ways. You will notice that the "http™ in the address line will be replaced by "https", and
you should see a small padlock in the status bar at the bottom of your browser window. When
accessing sensitive information, such as online bank account or payment services for the
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transfer, such as PayPal or Google Checkout, it is required to use this protocol because of
information safety.

File Edit View Favortes Tools Help
e 9
Back 5 Stop
Address |¢j https: /v hswstore. com/index. php3

Image 1.a: HTTPS in the address line indicates the use of security protocol

— o

S ' Intemet

Image 1.b: Padlock in the status bar indicates the use of security protocol

When a browser requests the use of protocols for safety, it adds"S" to "http" and the browser
sends the public key and the certificate, checking for three things:

1.) That confirmation comes from a trusted party

2.) That the certificate is currently valid

3.) That the certificate has a relationship with the source it comes from.

Encryption key used in the public key encryption is based on the hash values. This is a value
that is calculated from a base using a hashing algorithm. In essence, the hash value is a
summary of the original value. What makes the hash code so reliable is the fact that it is almost
impossible to know what is the value of base input without knowing the method used to
generate hash code, for example:

Table 1: Hash algorythm

BASE Hash algoritam Hash value

10,667 Base x 143 1,525,381

In this example, the hash value is 1,525,381, and there is no possibility to know what is the
original value (base number) if method used to generate the hash code is unknown which in this
case is generated by multiplying the base with nubmer 143.
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2.3 Cheksum functions

Another requirement of secure-computing is to ensure that data is not damaged during
transmission or encryption. There are several popular ways to do this. Probably one of the oldest
methods of ensuring that the data is accurate is the checksum method which provides a test of
accuracy of the data because an invalid checksum suggests that the data has been corrupted
during transmission or encryption. The process which generates a checksum is called a
checksum function or checksum algorithm. Checksum functions are associated with the hash
functions, functions that operate on the principle of fingerprints, randomization functions, and
cryptographic functions. However, each of these concepts has different applications and
therefore different goals. It is important to mention that one should not use the checksum in
safety-related applications because checksum does not have the properties to provide data
protection in case of intentional attacks.

Input Checksum
Fox
function

The red fox heck
jumps over

the blue dog

The red fox heck
jumps ouer 3043859473

the blue dog

The red fox checksum
jumps cevr 1321115126

the blue dog

The red fox heck
jumps oer

the blue dog

Image 2: Cheksum function example (with cksum utlitiy application)

2.3 Cyclic redundancy check

Another way of checking the data accuracy is the method of the Cyclic Redundancy Check. It is
very accurate method of detecting errors that are commonly found in digital networks and
storage devices caused by accidental changes in the original data. The blocks of data included in
this scheme receive an attachment of short confirmation value based on the remains of the
polynomial division of original content. When returning the data value, the value is read again
and corrective measures can be undertaken if the value does not match with the original value.
The CRC method contains a check (data verification) value of redundancy (which does not add
information to a message), and the algorithm based on cyclic codes. CRC method is very
popular because it is easy to implement in binary hardware and it is relatively easy to analyze
mathematically. This method is particularly good at detecting frequent errors caused by noise in
transmission channels. Because the checksum value has a fixed length, its functions for
generation of code are used occasionally in hash functions as well. CRC was invented by W.
Wesley Peterson in 1961. CRC is specifically designed to provide protection associated with
common types of errors in communication channels, where they can provide integrity of
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transmitted data. However, they are not suitable for protection against intentional modification
of dat because there is no authentication required, and the attacker can change the message and
rearrange the CRC without being discovered.

3. PUBLIC KEY INFRASTRUCTURE

Public key infrastructure (PKI) is a set of people, procedures, programs and hardware necessary
for the management , storage, modification and use of digital certificates. PKI is a security
structure designed for the purpose of improving the security in the exchange of relevant
information and data as well as money. PKI consists of several interconnected objects,
bulidings, applications, services and tools for managing and monitoring of the PKI system:

e CA (Certification Authority) that issues and verifies the digital certificates ,

e RA (Registration Authoritiy) that cheks the identity of users requesting the CA
e CRL list (Certification Revocation List)

e User certificate

o Certificate management system

Public key infrastructure is implemented in order to provide:

e Accuraccy and security of electronicaly sent or recieved message

e Time revelancy of sent or recieved message

e Privacy of transferred infromation

e guarantee that the information can be used in court as evidence if there is some form of
discrimination of accuracy or abuse of relevant information

In cryptography, CA is an entity that issues digital certificates. In public key infrastructure, CA
is an organization that stores public keys and their owners while providing protocol of secure
communication to all parties by giving them a corresponding public key. For example, when a
user visits important site such as, site of a bank or relevant organizations, web browser recieves
a public key and the digital signature of the organization that can be used to check for the safety
and integrity of the received key.

CA may use the Registration Authority (RA) to perform the necessary checks of the person or
organization requesting the certificate in order to ensure their identity.

A digital signature is an electronic security mark that can be assigned to files. It allows
verification of identity of parties that issue out files and information and checking whether the
files and information are altered in any way from the time when they are digitally signed. If the
file does not have a valid digital signature its legitimacy is not guaranteed. In this case, it is
recommended that these kinds of files are not open unless it is completely certain that source
they come from is harmless. Even the correct digital signature does not guarantee that the
contents of the file are harmless and that the files are not altered in some way. In cryptography,
digital certificate represents an electronic document using a digital signature that binds a public
key with an identity - information such as the name of a person or an organization, their address,
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etc..._The certificate can be used to verify that the public key belongs to an individual. A digital
certificate contains the following elements:

o serial number — unique serial number of certificate

e subject — name of the organization of individual

e signature algorithm — algorithm used to generate a signature

e signature — the actual signature that serves as confirmation that information comes from
the party that issued the signature

e issuer — entity which issues the certificates

o usability — time of validity of certificate

e purpose of key — purpose of use of key

e public key

4. QUANTUM ENCRYPTION

Quantum cryptography was first introduced by Stephen Viesnera at Columbia University in
New York, who in the early 70s of last century, introduced the concept of quantum coding. His
work, entitled " Conjugate coding " was rejected by the journal IEEE Information Theory, but
still gets published in 1983 in SIGACT News. In this work he showed how to locate and send
two messages that are encoded in two "related phenomena" such as linear and circular
polarization of light, so that either, but not both, can be sent, received and decoded.. Ten years
later, continuing his work, Charles H. Bennett of the IBM Research Center, and lles Brasard
from the University of Montreal, proposed a method for secure communication, which was
based on Viesnerovim "related phenomena.” At the same time Artur Ekert of the University of
Oxford in 1990 has developed a different approach to quantum cryptography based on quantum
correlations known as quantum intertwining. Quantum encryption or quantum key distribution
uses quantum mechanics to allow secure communication. It allows the two sides to create a
shared random bit string known only to them, which can be used as a key for encryption and
decryption. Important and unique property of quantum encryption is the ability of two users
involved in communication to detect the presence of a third party who tries to discover
information about the key . This comes from the basic aspects of quantum mechanics: the
process of measuring a quantum system i essentially undermines the system itself. A third party
who tries to eavesdrop on the key is causing irregularities that can be noticed. By using quantum
superpositions or quantum entanglement, transmitting information in quantum states can be
implemented in communication system that is able to recognize eavesdropping. If the level of
eavesdropping is below a certain threshold value, one can create a key that will surely be safe
(ie. an eavesdropper will not be able to obtain information about it), otherwise it is not possible
to achieve a safe key and communication is interrupted. Safety of quantum encryption relies on
the foundations of quantum mechanics as compared to traditional public key encryption, which
relies on the certain mathematical functions, and can give no indication of eavesdropping or
guarantee for the security of issued key. The algorithm that is most commonly associated with
QKD is a "one-time pad" and its security is verifiable when used with a secret, random key.
Quantum communication involves encoding information in quantum states, or qubits (as
opposite to bits used in traditional communication). Usually the photons are used to achieve
guantum states. Quantum cryptography uses the individual properties of these quantum states to
ensure safety. There are several different approaches to quantum key distribution, which can be
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divided into two main categories depending on features that are being used. Generally, the
measurement of an unknown quantum state will change this situation. The quantum states of
two or more separate objects can become linked so that they can be described as mixed quantum
state and not as individual objects. This means that the implementation of the measurements on
an object affects another object. If a pair of intertwined objects is being sent trough a
communication channel, any attempt to intercept any particle will cause a change in the entire
structure, which will in turn lead to the discovery of a third party, ie. These two approaches can
further be divided into three families of protocols: discrete variables, continuous variables and
distributed phase reference coding. Protocols of other two groups are mainly oriented towards
overcoming the practical limitations in the experiments. Ekert scheme uses entangled pair of
photons. They can be created by Alice, Bob or any of independent sources, including Eve that
eavesdrops. Photons are distributed so that Alice and Bob obtain one photon from each pair.

How PhoetonstAre Polarized T

Unpolarized
Photon

{ /) Polarizing
Filter

Photon with
(/) Spin

Image 3: Photom polarization

This scheme is based on two properties of entanglement of photons. First, intertwined states are
perfectly connected in the sense that if Alice and Bob measure whether their particles have
vertical or horizontal polarization, they always get the same answer with one hundred percent
probability. The same is true for any other pair of complementary (orthogonal) polarizations.
However, concrete results are completely random; Alice can not predict whether it will get
vertical or horizontal polarization. Any attempt at eavesdropping Eve destroys the correlation
between photons in a way that Alice and Bob can detect.
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Image 4: Communication between Alice and Bob (with interference of Eve party) using
quantum encryption

Previously described quantum cryptography protocols provide Alice and Bob almost identical
shared keys with anticipation of divergences between the keys. These differences may be caused
by eavesdropping, and imperfections regarding transfer and detectors. As it is impossible to
distinguish between both these types of errors, guaranteed security requires the assumption that
all errors result from interception. Considering that the percentage of error is less than a certain
norm (20% from April 2007), the two steps can be implemented to remove the incorrect bits and
then reduced Eva's knowledge of the key to negligible value. These two steps are known as the
alignment of information and reinforcement of privacy.

How' Photons Become! Keys I ———

Is Translated to Binary Code:

Which can be further fransliated into real numbers:

This number is used as the secret key which can
be used to encode and decode messages by
using it in an algorithm.

Image 5: How photons become keys

Information polarization is way of error correction which is carried out between the keys of
Alice and Bob, in an attempt to ensure the identity of both keys. The process is conducted in
public channels and therefore it is important to minimize the transmitted information about the
keys because they can be read by the Eve. The usual protocol is a cascade protocol proposed in
1994. It takes place in several stages, where both keys are divided into blocks in each stage and
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are being compared to the parities of these blocks. If difference in parity is detected, the process
of binary search is implemented to find and correct error causing inparity. If an error occurs in
the block in the previous round, which had the correct parity then the error is in the same block
is which is corrected as before. This process is done recursively, and after comparing all the
blocks and complete all phases of Alice and Bob will have the same keys with high probability.
However, Eva will also receive additional information about the key from the parity of the
exchanged information.

5. CONCLUSION

Traditional methods of encryption are becuming very insecure and easily penetrable due to
technical advancements of computes available today. This means that privacy of transsmited
information is threatened, this becomes crucial even more if the infromation is confidental. The
development of quantum encryption promises very great results as far as it goes to the security
of the information because it is based on quantum physics rather than a pre-determined
computer algorithms used in traditional methods of encryption such as encryption with the
private or public key. Even tough all encryption methods have certain advantages and
disadvantages, it is becoming evident that, today, traditional methods of encryption are
becoming less secure. In order to meet todays security requirements, quantum cryptogtaphy is
being developed and promises unexcelled level of security.
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ABSTRACT

The current situation in the IT world is completely based on the Internet. For this reason, we
must be aware of the ways and types of attacks on our network, computer, our data ... In order
to protect necessary to develop awareness of how do these attacks can cause problems. Bran
that, taking advices as standards for better protect.

Keywords: Computer networks, Hacker, Virus, Worms, Detection, Analysis, Operation,
Spoofing

1. INTRODUCTION

Computer Security is a field of computer science that deals with the supervision, monitoring and
prevention of a variety of risks that could cause instability, termination of employment or any
kind of damage to the software, including computer hardware.

Assuming that your computer is safe from all dangers (viruses, worms, and various types of
infection), the user should be able to do exactly what they want on the computer, which is not
the case if the computer is being attacked by a malicious program that is written with the intent
to harm the computer run.

Backup is the way to secure data. Basically, it's just a copy of the most (or all) of the data on the
computer. Data is stored on hard drives, CDs, DVDs and other media. The reserve (backup)
data usually need to be kept in several places for better security, it also is possible to keep the
data on a web server which probably do not know the place. In addition to threats to the security
of computers, backup data is also essential if some natural disaster such as earthquake, fire and
so on. The backup will be safest when you need some parasitic, like a virus, infects a file on
your computer and you then your documents and the required files will be at your fingertips.
With the backup of this data your documents and important files can have always, when you
whenever needed.

The role of anti-virus software on your computer is to prevent the activation of known malicious
applications, better known as viruses, worms and Trojan horses. These parasites hinder or even
prevent the normal operation of the computer, and many of them along the way and tend to
spread to other computers, which is why you have problems with your Internet provider and
other customers.

Antivirus software detects malicious applications that are known to him, which makes
comparing their code base so-called antivirus signatures.

Some antivirus tools offer a method called heuristics that attempt to identify the pests in their
behavior, but because the author of a malicious application can test your code with antivirus
software before release to the network, this method is very low efficiency. Therefore it is very
important to regularly update your antivirus software definitions by visiting the manufacturer's
website or by using Automatic Updates available in most antivirus tools (automatic update).
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When the antivirus software detects a malicious application that wants to activate, usually ask
the question what the user wants to do. Typical answers are offered to "delete”, "clean",
"karantenizirati" and "ignore". Usually, the entire file is malicious, which is why the option
"delete" the most logical choice.

A personal firewall is an application that monitors communication between the computer and
the network. Its role is to restrict the communication to that provided for normal use of the
computer, thus protecting against unauthorized access. In practice, a personal firewall protects
us from attempting to seize control of our computer malicious access its services. The most
common form of such an approach are network worms that spread in this manner. After
installation on your PC, a personal firewall monitors the activities of other applications and
devices through which they access the network.

In order to simplify as much adjustment, manufacturers of personal firewall majority have
decided to communicate through the network devices to share the computers we trust and with
whom we share our resources (local area network) and one to which we are unreliable (the rest
of the Internet). The application is similar to the case: a web browser and email client we allow
to freely communicate with other computers on the Internet, while the application whose origin
is not known to us usually would not allow it. Such an application may be a worm that attempts
to expand or by an application installed without our knowledge that someone wants to send our
passwords and other confidential information.

For unwanted applications you probably heard called spyware, adware and dialers. Protection
against them is known as anti-spyware and operates on a similar basis as the antivirus software -
recognize features built-definition known side applications. However, while most of the
antivirus software is constantly active, protection from unwanted applications generally run on
the user's request. In addition to protecting your privacy, these tools care about protecting your
e-mail spam (usually e-mail addresses on the computer first thing spyware "steal").

Some of the tools for the removal, for example. SpyBot Search & Destroy, have the option of
permanent protection of your web browser by removing some of its vulnerabilities and blocking
unauthorized access to your home page and search settings Internet.

Because as well as antivirus software requires constant updates definitions in order to identify
new forms of unwanted applications, it is necessary to new definitions frequently and regularly
downloaded from the Internet via the web site of the manufacturer or installed options for
automatic updates.

Security patches are usually small installation packages provided by the manufacturer of the
operating system or an application is published in response to a detected failure. In this package
is corrected version portion of the application in which there is an error and the code needed to
replace the old solution to a new one. Users of Microsoft Windows are the most important
patches for the operating system versions for the web browser Internet Explorer. Also important
are security patches for tools such as a personal firewall and an antivirus program.

Security patches can be reached by visiting the page of the application you want to protect.
Windows users can use Windows Update.

The codes that you use to access the Internet and electronic mail (e-mail) may not be
predictable. Imagine that you have available months to try different combinations to hit
someone else's code. The computer can try a very large number of different combinations of
characters in a very short time. They will use dictionaries of various languages, to try all the
combinations of possible birth dates, simple codes such as your user name with the possible
addition of one or two letters and the like. To avoid the possibility that programs designed to hit
hit your code, it may not contain predictable data. A good method of setting the password stands
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6-8 characters (choose one sentence that will only make sense to you) with a throw of 2-4
punctuation marks or numbers.

In most cases, there are multiple user applications that meet specific application - multiple web
browsers, multiple e-mail clients and the like. Different applications do not address the same
logical problems in the same way even though the user might seem to be generally behave
equally.

Because of this difference in approach, malicious code written to attack the most widespread
application to another will not work. Accordingly, the use of alternative applications in their
daily work significantly reduce exposure to such attacks. Alternative applications will not be
without flaws, but their failures in a smaller number will be known and used in the preparation
of new viruses, worms, spyware and other similar pests.

Use and regularly update security tools. Tools reduce the possibility of attack on your computer,
allowing you belong in the inner circle of well-protected user. There is no perfectly protected
computer, but with a little effort you will be less attractive to a potential attacker. How is
Microsoft's Internet Explorer web browser is the most widespread, most malicious code is
written with the intention of exploiting its vulnerabilities.

Using Mozilla Firefox or another alternative Web browser, greatly reducing the possibility of
misuse of your computer.Also would on your PC should have installed antivirus, firewall, anti-
spyware and alternative web browser such as Mozilla Firefox or Opera

In other types of protection includes access control. It is a way of protecting your computer
where only authorized people can use a computer, usually going to the computer via password,
ID cards, but lately occur much more advanced methods such as smart cards or identification by
fingerprint

Encryption is a way to protect some of the messages so that someone else does not see. This can
be done in several ways, for example, can scramble characters in a word or simply replace
ordinary characters (letters) someone else.

Noticing the intrusion is usually technique for identifying people who are trying to enter the
computer network. An example is a person who in a short time trying out several different codes
on his behalf. From the first appearance of the virus in the eighties of the 20th century as well as
the first appearance of unwanted electronic messages at the end of the 70s of the 20th century,
the users of computer systems began to develop awareness of the need for better and better
protect their computers and computer systems. How is the history of mankind has always been
individuals and groups of people whose only preoccupation was causing harm to innocent
people, so no computer systems were not (and will continue to be) spared malicious persons. As
a result, developed a special branch of computer science that studies the security of computer
systems. The objectives of this branch of computer science are wide, but there are four main
objectives of research. The main objectives of the research in this branch of computer science
are:

* testing of security risks in computing

* consideration of available protective measures and controls

* raising awareness of information security

* Identification of areas where more work is required to achieve better security

The main techniques for protecting computer systems are:

The main techniques for protecting computer systems are:
* User Authentication
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* Access Control

* Monitoring records

* non-repudiation communication

» confidentiality of information

* integrity of information

* Availability of information and computer system

The last three items have been throughout the history of computer security proved to be three
basic items in the development of secure computer systems. The need for high-security
computer systems has encouraged the development of operating systems that are designed with
the intention to be sure, and using all the principles derived from research on the security of
computer systems. The most famous such operating system is CapROS (Capability-based
Reliable Operating System) which is based on the principle of opportunity and open the original
text. Any object in the model of the operating system is associated with the possibility of access
rights that tells whether a facility's ability to access any other information.

2. PARASITES

Worms are usually intended to take control of your computer and allow remote control even
after applying security patches. This is achieved by opening the so-called "back door" through
which the author can issue commands to your computer without your knowledge. Even when
the worm itself does not have malicious code, which is sometimes the case, the amount of
network traffic that creates spreading can slow or even prevent the normal operation of the
Internet or local network. Some worms will reach out for your passwords and personal details
and put them at the disposal of the author. For example, a very common cause of slowdowns of
your Internet connection can actually be worms, and do not be surprised if you get a bunch of
warnings for a variety of spam messages that your computer is infected with a worm, sending
millions of e-mail addresses.

Most of today's worms comes to our computers via e-mail or network services. Mains are more
dangerous because they generally do not require user interaction, but independently take control
of the computer and continue spreading. From them we can effectively defend the firewall, but
even with the firewall is recommended to apply security patches.

This double protection guarantee satisfactory level of safety. Worms that spread through the
network services you will notice as attempts to connect to your computer to the firewall blocks.
In this case, they are completely harmless as an attempt to exploit a security vulnerability in
your computer could not be followed. A malicious program that is called viruses recognize
preferably to duplicate itself. When executed on a computer, one of the first steps of trying to
find the next victim and send her own copy. Viruses of worms differ in that "infect" a file or
your code added to an already existing, waiting for this file is used to re-activate it. Some
viruses have replaced worms that your code entirely stored in non-volatile memory, for as secret
places.

As a rule, attachments in e-mails that are not completely sure that they come from a trusted
source and that they expect to deserve suspicion. If you are still with it and the executive (when
viewing become active, or manage your computer), doubt becomes a necessity. Executive
attachments can take the form of a multitude of sequels, but the most common are: bat, exe, pif,
scr, cmd, VBS and JS.

A good way of assessing whether it is a dangerous addition to consider from whom comes this
amendment, if we asked for it and we know what are the files with the extension received. If we
were not continued, we should proceed with caution and make sure our message was sent from
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someone you trust. Name of the Trojan horse was created by the famous story of the conquest of
the city of Troy abuse of trust. Similarly, virtual Trojan horse can be represented as a game or
interesting content that someone sends an e-mail message. When started, to your computer to
install the application for the remote control. In addition to the e-mail messages, Trojan horses
can appear in the form of files on the web or file sharing networks (P2P programs - Kazaa,
WinMX, Limewire, etc.). The possibilities are endless because the method of dissemination -
your trust. One of the symptoms shown by the computer on which the Trojan horse is an
attempt to improve server on your computer that expected orders authors. With installed and
active personal firewall, this attempt will be recorded and you will be able to stop him.

Data that you may seem irrelevant such as pages visited or content that you have filled out the
survey, advertisers are saying about your spending habits. It will often be referred to these data
be able to learn and access codes or other information. Applications dealing with unauthorized
collecting such data is called spyware.

Adware is the opposite of spyware and uses the collected data to help you in as many as
intrusive and show advertisements related to your habits. It usually appears in the form of
countless pop-ups that appear out of nowhere while using web browser or you simply displays
the page that advertises instead of the ones you have been looking for.

The largest source of spyware and adware are sites related to pornography and gambling
industries, although this has not been the norm. Using omissions in your web browser and luring
users to bypass security dialogues, is installed on your computer without your explicit consent,
and in this case the most vulnerable web browser Internet Explorer. It is therefore recommended
to use an alternative Web browser, such as Mozilla Firefox or Opera.

3. METHODS OF DETECTION OF ATTACK
3.1. Traffic Anomaly

Some attacks instead of one cover several connections, mostly in the scouting phase of
gathering information for future attacks. This type of detection detects unusual actions in this
regard. Examples of attacks: network probes, port scans - Attack finds open ports to detect
weaknesses in the system - the kind of traffic are usually indicators of attempts to collect
information for the design of future attacks. If the administrator is aware of such actions on the
basis of IP addresses from which you come, be prepared for possible attacks.
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Cisco Guard and Traffic Anomaly Detector
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Slika 4.1. Traffic Anomaly Detection
3.2.Network Honeypot

The method by which potential attackers lures to access non-existent services, which is marked
as an attack due to the fact that "ordinary"” network users such nonexistent services would not
have approached. The system sends false information to people who scanned the network and
then deny access if the record retry approach or missing resource.
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3.3. Protocol Anomaly Detection

Detects attacks that deviate from the protocol used in "normal” traffic. Eg. Sendmail is a
program that allows attackers to clogging mail servers to perform code for entry into the server.
This type of detection compares the allowable amount of traffic to that required and prevents
clogging servers and alarms on the completion of the attack. This method is effective as long as
the protocol supports. Juniper IDP first in the world supporting over 60 protocols including
SNMP (protection from over 60,000 threats) and SMB protection windows-based threats.
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Slika 4.3. Protocol Anomaly

3.4. Stateful signature detection

Some of the attacks can be detected from a sample found in network traffic. Classic systems
based on this type of detection checked each segment in this traffic, while Juniper is observed
only one in which the sample may include reducing the possibility of false alarms and
increasing performance. Eg. if someone tries to log on to a specific server as the root user, the
traditional IDS alert every time a traffic finds the word "root"”, while the Juniper IDP to do so
only if the "root" is found in the login sequence which is the correct way to identify attacks.
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3.5.Syn Flood Protection

When syn flood attack server is swamped requirements for incomplete connection resulting in a
DoS (denial of service). Burying a host or server connections which can not be executed, the
attacker also full memory buffer. When the buffer is filled, can not be established further
connections which can impair the operating system. Using Juniper IDP ahead of the sensitive
parts of the network that the attack is prevented because the connection does not end as long as
it has not completed the entire sequence. Therefore, syn flood attack blocked while other traffic
can safely pass.
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3.6. Spyware Detection

Spyware installs a companion program on your computer that sends unauthorized statistical and
personal data to another person (the attacker). Spyware can be installed with the help of viruses,
install a program, p2p programs, or websites. Juniper IDP detects this kind of attack through a
stateful signatures methods set out in the rule base. You can identify the origin of such traffic
and block it.
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Slika 4.6. Spyware Detection

3.7. Backdoor Detection

Backdoor attacks allow an attacker to enter the network and take complete control over it, which
often leads to the loss of data. Eg. Attack via email and exe files (birthday card) sends the
recipient Trojans. Opening the file Trojan installs the malicious program (backdoor) without the
user's knowledge. The attacker then use this program to open access to the network and assume
full control over it and behind the firewall. Juniper IDP recognizes the unique characteristics of
interactive traffic and sends an alarm about the unexpected actions. This type of detection can
be used for:

* searching for interactive traffic
* detect unauthorized interactive traffic based on what the administrator defined as allowed

* detect almost any backdoor programs even if the traffic is encrypted, and the protocol
available
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Slika 4.7. Backdoor detection

3.8. 1P Spoof Detection

IP spoofing is a technique used to facilitate unauthorized access to computers in a way to
interfere with the IP address so that it appears as if the message comes from the inside (from the
network). This kind of detection was included in the final phase of the attack because it requires
that the attacker has a network of IP addresses to help you gain access to the network. Juniper
IDP can detect such packets.
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Slika 4.8. IP Spoof Detection

3.9. Layer 2 Attack Detection

A good example of Layer 2 attack is ARP spoofing. ARP is an abbreviation of the term Address
Resolution Protocol and is a standard way to IP and Ethernet work together to direct the packets
to where they should go. ARP request "asks": "Is your IP address xxxx? If so, send me your
MAC address. ARP spoofing involves creating fake ARP response, which allows an attacker to
perform man in the middle attacks persuading computer A to computer B is on and vice versa.
Target computers are considered to communicate with each other, while all traffic is actually
going through the attacker's computer. Juniper IDP can detect these types of attacks.
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Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\DELL>ping armanasci.com

Pinging armanasci.com [10.0.0.8] with 32 bytes of data:
: bytes=32 time<ims TTL:=64
: bytes=32 time<{ims TTL=64
: bytes=32 time{ims TTL=64

: bytes=32 time<ims TTL:=64

Ping statistics for 10.0.0.8:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Bms

C:\Users\DELL>_

Slika 4.9. Layer 2 Attack Detection

4. CONCLUSION

Protecting the computer the average user is based in fact in daily work, updating software and
using antivirus solutions to minimize risks to the user's computer is infected and to prevent
unauthorized modification, deletion or data usage. But as far as the user for information
systems, the best way security is actually to implement systems that are created just for the sake
of a higher level of security. Of course this could be an expensive solution, but most turned out
to be valid. But, again, the question regarding safety when we are online, we are vulnerable. No
matter what you use, your computer can easily be infected. Because there is no system nor
software solutions that we can guarantee 100% security. Another thing that can be concluded as
correct that now Linux's systems (Ubuntu) are the safest. At least those that are not commercial,
but it again raises the question of what any user needs. That is why we are not yet able to say
that the security of the computer unquestionable
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ABSTRACT

In this work covered by the medical informatics. So, briefly told what actually constitutes a
medical informatics, which is the purpose of the introduction of information technology in the
field of medicine. We will see what are the most notable examples of the application of
computers in the computer field. Particular emphasis is placed on the EC MYCIN, a tool that
assists physicians in diagnosing infectious diseases of the blood.

The keywords: The expert system, MYCIN, medical informatics.

1. INTRODUCTION

In short answer to the question what is medical informatics is not easy because the diversity of
topics that covers does not allow easy use.

Modern approach to information science based on communication, so we can say that medical
informatics in the broadest sense studied determinants and contemporary methods in medical
language and medical communication.

Every day, professionals in various professions in collaboration with computer scientists are
discovering ways to apply computers, increasing the effectiveness and the efficiency of any in a
given area. Computers are inevitably helped many walks of life and have become an
indispensable instrument for working in a number of professions. Whether we like it or not, this
process is unstoppable and getting more and more momentum. Paper, film and media similar to
retreat before the upcoming digital replacements. Former figure medical offices to which we are
all accustomed to, with drawers full medical records, prescriptions, instructions ... becomes
history. At their tables you apart from the usual instruments only see the LCD monitor which
will in a split second will be able to find out everything about the patient: when you removed
the first tooth, when you had the flu when you were on sick leave ... With one click of the
mouse and your employer would also have to have all this information on your computer. This
is the future that is coming relentlessly, even in our country which is considered to be an
information on the back. In addition to the files and administrative tasks computers in medicine
are increasingly and responsibilities in the diagnosis, treatment, training. As in any other area in
which they are used, it is clear that yields many benefits, but also bring new types of problems
that must mean de adapt and find an adequate answer. As most of them are safety issues and
preserving large amounts of confidential patient data. We all went quickly in the process of
digitization, now it should be to find ways to live with it.X

L http://www.sk.rs/2003/03/skpr01.html
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2. LEVELS OF APPLICATION PROCEDURES ON MEDICAL INFORMATICS

The use of computers in medicine is based on an intent to improve in every aspect of providing
medical care to patients. The physician in this environment takes on a whole new tasks, partially
or even completely relieved some of the work but still remains irreplaceable individual. In terms
of intellectual work of doctors joining the IT period does not become easier but on the contrary,
more complex and demanding. For clarification degree of computerization of medical science
computers Bommel describes six levels of their application:

- Communication and Telematics,

- Storage and retrieval of data,

- Data processing and automatization,
- Diagnostics and decision making,

- Treatment,

- Research-and-development 2

As technology advances, more and more different medical areas in your practice begins to rely
on computers. However, several years ago, in the world and in our country, the use of the
computer has been established in certain areas of medicine, and even became a regular practice.
These areas can be broadly divided into four: diagnostics, special types of therapy and surgery,
telemedicine and administration. As time passes, both are born better systems that gently begin
increasingly to blur these boundaries. The "digital path" from diagnosis to treatment is
becoming shorter and faster. The most notable examples of the application of computers in
medicine relate to the diagnosis and telemedicine. Particularly in these other areas has come to
the fore a combination of personal computers and the Internet. Modern methods of diagnosis,
such as computed tomography, magnetic resonance imaging, endoscopy, digital x-ray and
ultrasound are infeasible without special hardware and software. Appliances CT, popularly
called "scanners" are working on the principle of X-rays, except that the radiation is focused.
"Head" is a computer-guided scanner and circling around certain areas of the patient and a real
thin "snit." Due to the passage through the tissue of different density, X-ray radiation becomes
more or less absorbed, and the sensors in the form of a tunnel in which the patient is performed
sensing signals. Computerized system based on the obtained values form a series of horizontal
section of a certain part of the body and displays them on the screen. Following a similar
principle work and other high-tech methods of diagnosis, or the application of computers in
medicine has its own specific requirements to which we turn. Most computerized diagnostic
device receives at its output some kind of image. And as you know, whenever it comes to some
sort of digital images, as their quality is higher, the higher and their size. Thus, it is clear that
some kind of medicine that image by making the most handled. But the image that represents a
snapshot of an organ can not be bad. On the contrary, it must be as good as possible and with
the best possible resolution in order to set the proper physician diagnosis. IT specialists who
deal with computing in medicine have proposed a new image format that is obtained at the
output of most computerized diagnostic devices. DICOM Standard. (Digital Imaging and
Communications in Medicine) is created by the American Organization NEMA (National

2 http://mi.medri.hr/uvod _medinfo.htm#2stojemedinfo

100


http://mi.medri.hr/uvod_medinfo.htm#2stojemedinfo

Electrical Manufacturers Association). The purpose of the new standard is to assist medical
professionals in obtaining, using and sharing shots from different sources: scanners, magnetic
resonance, ultrasound ... DICOM file in terms of structure consists of two parts: the first is a
header that contains text information (hame of the patient, the type of review, the image data,
etc.), While the second part of the file containing the image itself, which can be three-
dimensional. This is one on the most commonly used standards in medicine. Unfortunately, no
commercial software for image processing is not supported. To see DICOM images of organs
and body parts must have special software. As we noted, the standard DICOM provides high
image quality and adapted to specific requirements. However, the file sizes can be significant in
some situations mentioned the size of 80 MB. Before Informatics in Medicine this sets the first
of the specific demands - enable systems that can store a large number of these images to them
at any moment to deliver insight on any workstation in the system, as well as to provide cheap
and safe storage of images in the long run . Another very important point in this chain is the
monitor. Doctors no longer have the classic X-rays in their hands, which will study the opposite
light source - before they will monitor. Monitors that are used in the diagnosis can not be any
monitors: only if they show is not good enough, the doctor could be a mistake in the diagnosis,
and it may cost someone life. Accordingly, the three characteristics necessary for such monitors
are: the greater the resolution, the greater the visible surface, the possibility of large contrast
values, as well as the ability to display a greater number of shades of gray. Why shades of gray?
As we know, X-rays were always black and white, so are on the screen. The increasing use of
new computerized method in medicine every day creates an ever larger amounts of data that
must be stored somewhere for a longer period, but also provide quick and easy access when
needed. Many large companies are competing with each other in this field by offering a
different good (and expensive) solutions. Hardware and software in these systems until recently
were the only "owner" that is closed source. However, in recent years more and more is in this
area of IT is present with its Linux open source solutions. So a group of researchers from
Germany, constructed a system that relies entirely on open source solutions. This system is
called "Marvin digital archive," it is cheap compared to the competition, is easy to use, and how
hard it is very fast in operation. Created by researchers at the Department of Radiology,
Hospital Berlin "Charité. The system saves all images of different diagnostic views on a series
of servers that can be accessed over a local network or through the Internet using a Web
browser. The system works by Central Image Server receives radiological images in DICOM
format, as well as the usual information about the patients. In a separate series of servers are
kept in these pictures and the information that can later be delivered either via HTTP, either as
DICOM images. When both free memory spaceare added new servers. But given that the
hospital "Charite" creates 9.6 GB of radiological images a day (!), The need for new servers is
obvious. The team hopes that the emergence of new high-capacity hard drives significantly
reduce the need for new servers, because the servers improvement disks larger capacity, to be
able to place an even greater amount of data. The current system capacity is 4.8 TB. Of course
not everything is perfect: the cost of the formation of this system are estimated at 70,000 euros,
and it is assumed that the lifespan of the hard disk for storing data three years, after which it is
recommended to replace them and copy the data to another media. Where there is money, there
is room for innovation. . Another example of the introduction of new technologies in medicine
comes from the university hospital "Oulu” in Finland. There they tried to wirelessly networked
entire complex, allowing staff to the fastest way to access all kinds of data on patients.
Specifically, there are two variants: the first order in each bed was provided with an Ethernet
port where the doctor joined with his laptop and called for all necessary information on the
respective patient. The whole procedure should be repeated for each bed. But the idea was
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rejected before it actually works, because it was obvious that the more doctors to deal with
cables and IP addresses rather than patients. However, hopes are placed in wireless networking:
every doctor should have a notebook or tablet PC equipped with software CHILI (www.chili-
radiology.com) that enables viewing of DICOM images from a variety of modern diagnostic
equipment, while at the same time allows and teleradiology. The doctors at this wireless variants
reacted much better, but the main zamijerka they were little autonomy used version Tablet PC,
(battery life is short), and the lack of speed. Given the fact that the images they work with rather
large, take some time to get those loaded via the wireless network, which is slower than a
conventional networking. All in all, the process of creating a "paperless" medicine is not going
smoothly in rich environments, and many experts in this field wonder whether this new solution
actually bring savings that are "trumpet on all sides.*®

3. MYCIN

One of the oldest known expert systems MY CIN was developed in 1972 at Stanford University
in the USA.The EC has been developed on a PDP-11 computer and contains over 500 rules and
relations, and is designed as a powerful tool physicians in diagnosing infectious diseases of the
blood. For example MYCIN's may be a good analysis of the work of the EC.To make it easier
to follow the dialogue between users, or the doctor, and the EC, respectively MYCIN, the
following abbreviations are used:

- OSD: doctor - user,
- EIR: an expert system.

The dialogue between the user and the EC.

After turning on the computer and calling the EC, there is MYCIN and begin dialogue.
EIR: GREETINGS MYCIN

Want to instructions (YES or NO)?

KOR: YES

EIR: MYCIN expert system is designed for consultations on issues of infectious diseases. |
think you want to get information about the treatment of a patient. So I'm going to ask you some
guestions about the patient. If you are not quite sure of your answer, then you can in parentheses
give your safety coefficient (a number from 1 to 10). The number 10 corresponds to the absolute
conviction. If you want to change the answer to any of the preceding questions, give the
command CHANGED, behind which must follow a number of questions to which you want to
change an answer. Not apply this command often, because after her system approach to
verification from the very beginning (even if not to spell new user questions), all of which
increases the time for obtaining solutions. One possible response to the question of the system,
you can do the following information:

First from (uncertain) - if you do not know the answer to the question that you gave the system;

3 http://www.sk.rs/2003/03/skpr01.html|
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Second? - If you want a system that a possible answer;
3rd ?? - If you want a system that all possible answers to the question;

4th PR (RULE) - if you want a system appears to rule on the basis of which he gave an answer
to the question;

5. Why - if you want a system further explain the rules by which he came up with the answer to
the current question;

6. HOW-N - if you want an explanation of how the system came to the finish line after N
protection issues;

7. In - And - if you want to interrupt consultations to set a system of additional questions and
information

If you are in the course of consultations forgotten permitted command or action, select the
command HELP (HELP) and the system will immediately help.

End of instruction.
Example of use MYCIN's

Once the user has got this and similar instructions (telling the user in any case need not be a
computer specialist), can be accessed by the practical use of MYCIN's. In the following day is
an example of this usage.

EIR: 1. Name of the patient?

KOR: Niko Niki¢

EIR: 2nd Gender?

KOR: Male

EIR: 3rd Age (years)?

KOR: 47

EIR: 4. Are the resulting culture of microorganisms from infected places?
KOR: YNe

EIR: 5. What is this infection?

KOR: Primary, bacteria

EIR: Please sixth date of the first symptoms of infection (infection-1) - (month, day, year)
KOR: May 10, 2003

EIR: 7. For which of the resulting culture?

KOR: From the blood
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EIR: 8. When was obtained for the crop (month, day, year)?
KOR: May 14, 2003

EIR: 9th microorganism identified?

KOR: No

This kind of dialogue continues until the system fails to collect enough information about the
patient.Further dialogue will be skipped and will be shown its completion.

EIR: 45th therapeutic recommendations are based on the fact that the infection is actually the
primary bacteriological and that the micro-organism:

1st Pseudomonas - aeruginosa
Second klebsiella - PNEUMONIAE
3rd E. coli

4th Bacteroides - fragilis

5th ENTEROBACTER

6thPROTEUS-NON-MIRABILIS

How to evaluate the state of the patient (using a scale from 0 to 4, where the large number of
poor

KOR:3

EIR: 46. Has the patient Savo Savic on the performed search showed Allergy reaction to any
antibiotic?

KOR: No

EIR: 47. What is the weight of the patient?

KOR: 70

EIR: 48. RECOMMENDATIONS 1. My first recommendation is as follows:
To solve cases <1, 2, 3, 5, 6>:

Prescribe:Gentamycin

Dose: 107 mg (1.7 mg / kg) every 8 hours intramuscularly or intravenously for 10 days.
Comments: Modify dose in case of unsatisfactory effect.

In order to solve the case <4>:
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Prescribe:Clindamycin

Comment: If the diarrhea or other gastrointestinal - indigestion, immediately check the patient's
presence pseudomembanskog-kolita.

After this MYCIN asks the user for further, more detailed, consideration and, possibly, new
facts. This small example illustrates the method of communication and a form of labor EC.
During the dialogue is collected facts, take a detailed and less detailed data and come up with
the required solutions.

After this immediately raises the question of how one ES reliable, or how much he can really
trust. Conducted numerous investigations of the quality of the EC, the first MYCIN's and later
and later others, and all the tests have given more than outstanding results.*

3. CONCLUSION

The future of medical informatics seems very promising. Number of health facilities daily
showing more interest in the introduction of information technology in health care. Computer
technology is much improved from the time when the support systems were initially therefore
can certainly be helpful when it comes to their example in health care. All this, and the need for
efficient management and storage of medical data, indicates that such applications will be
developed and used in Future.
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